Electronics
A
frameworkand
for Human
cyber security
Interface
risk assessment of ships

19th Annual General Assembly – AGA 2018
International Association of Maritime Universities (IAMU)
M. Grifoll, F.X. Martínez de Osés, M. Castells and A. Martin (Eds)

A FRAMEWORK FOR CYBER SECURITY RISK ASSESSMENT OF
SHIPS
BORIS SVILIČIĆ*, JASMIN ČELIĆ*, JUNZO KAMAHARA† AND
JOHAN BOLMSTEN††
*

Faculty of Maritime Studies
University of Rijeka
Studentska ulica 2, 51000 Rijeka, Croatia
e-mail: svilicic@pfri.hr, https:// www.pfri.uniri.hr
†

Graduate School of Maritime Sciences, Kobe University
5-1-1 Fukaeminami-machi, Higashinada-ku, Kobe, Japan
e-mail: kamahara@maritime.kobe-u.ac.jp, web page: http:// www.maritime.kobe-u.ac.jp
††

World Maritime University
Fiskehamnsgatan 1, 211 18, PO Box 500, SE-201 24, Malmö, Sweden
e-mail: johan.bolmsten@wmu.se, web page: http://www.wmu.se

Keywords: maritime traffic, maritime cyber risk management, ship cyber critical systems,
cyber risk assessment, assessment framework.
Abstract. In maritime traffic, with the growing reliance on innovative ICT technologies,
maritime cyber risk management to secure not only data, but as well as safe and reliable ship
transport operations becomes increasingly important. This paper presents a framework for
conducting general and comprehensive cyber risk assessment of ships to offer guidance for
improving security level of cyber systems onboard ships. The assessment covers methods for
identification of the both technical and administrative cyber threats and vulnerabilities, and
relies on identification of ship cyber risk critical systems and assets. The vulnerability scanning
and penetration testing as specific elements of ships cyber security assessment have been
studied. The given methodology for cyber risk level determination is based on a qualitative
approach to assessing risk.
1

INTRODUCTION

Ships are increasingly using information technology and operational technology systems that
both rely on digitalization, integration, automation and networking. With growth in reliance on
the information and communication technologies (ICT), there is a compelling necessity to
develop mechanism and measures that allow not only data protection, but as well as safe ship
operations [1-9]. Recently the International Maritime Organization (IMO) has published the

21

Boris Sviličić, Jasmin Čelić, Junzo Kamahara and Johan Bolmsten

Guidelines on high-level recommendations for maritime cyber risk management [10]. While
maritime regulations and policies currently do not adequately govern cyber security in the same
way as other aspects of ships security and safety, cyber security risk assessment can be
considered as being partly regulated by the IMO ISPS Code [11]. However, IMO has imposed
to include maritime cyber risk management in the ISM Code safety management system on
ships by 1st of January 2021 [12].
In this work, we present a framework for conducting cyber risk assessment of ships to offer
guidance for improving security level of cyber systems onboard ships. As for ship uniqueness
(in design, operations, cargo, operating environments...), the framework presented provides a
method to balance appropriate cyber security mechanisms and measures by evaluating ship
critical cyber systems and assets, key shipboard operations, existing safeguard controls,
assessed cyber threats and vulnerabilities, and determined risk level.
2 CYBER RISK ASSESSMENT FRAMEWORK
A systematic cyber risk assessment is an essential part of the process for cyber security
improvement of ships. Ship cyber risk assessment is a complex set of related and interdependent
actions that intersect so as to provide safeguards that are effective and corresponding to
challenges presented by ship critical systems specifics, ICT technologies evolution, and human
resource capabilities. Cyber risk assessment relies upon determination of ship specific cyber
risk factors to be assessed and relations among those factors. Results should provide
identification of threats and vulnerabilities in the current deployment of ship critical systems
and determination of likelihood and impact magnitude of their exposure caused not only by
hardware or software, but also by implemented operational procedures and security policies.
The developed framework that relies on guidelines and practices [10-15] is shown on Figure
1. Framework consist of four main segments: (i) assessment preparation operations including
ship critical systems identification, (ii) current cyber security assessment conduction and cyber
risk determination, (iii) assessment results communication activities necessary for cyber
security level improvement, and (iv) cyber risk assessment maintenance activities for ensuring
efficiency. The proposed framework is not intended for initial assessment only, but also for
periodic implementation to respond to rapid technological changes in a ship environment.

Figure 1: Proposed framework for cyber security risk assessment of ships
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3

ASSESMENT PREPARATION

The first phase to be performed as a part of the assessment is characterization of the ship
cyber systems by gathering information about ship general technical specifications (type, layout
of the ship, stowage arrangements plan...), identifying critical operations (cargo operations,
crew/passenger exchange, bunkering...), identifying critical arears and personnel that may be
targeted in cyber security incidents, and identifying possible types of motives for cyber security
incidents (economical, political, symbolic, terroristic...). The outputs from the system
characterization is basis for identification of ship cyber risk critical systems and assets. The
Figure 2 shows general overview of ship cyber risk critical systems and assets.

Figure 2: Ship cyber risk critical systems and assets

A comprehensive identification of the ship cyber risk critical systems and assets strongly
depends on key shipboard operations being performed on a particular ship, such as navigation
in high density traffic area, navigation in restricted visibility, heavy water operation, people
accessing the ship... The next step is to consider the technological and architectural implications
of the identified critical systems/assets on the cyber security, e.g. implemented network
connections, operating systems, services, applications...
4

ASSESMENT CONDUCTION

Onboard ship cyber security risk assessment conduction consists of three main actions: (i)
onboard ship cyber security survey performing, (ii) vulnerability scanning and penetration
testing, and (iii) cyber risk level determination.
4.1 Ship cyber security survey

The goal of performing and documenting the ship cyber security survey is to confirm that
cyber security safeguard mechanisms and measures assumed to be in place and to identify nonexisting and/or insufficient safeguard mechanisms and measures. To collect the relevant
information, a questionnaire concerning the ship managers and operators is developed on the
basis of the ship cyber risk critical systems and assets identified. The evaluation of current cyber
security safeguard mechanisms and measures allow identification of eventual cyber threats and
vulnerabilities. An example of a questionnaire for conducting the survey by interviewing the
ship crew is given in Table 1.
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4.2 Vulnerability scanning and penetration testing
Compared to other types of ship assessment [15], the most specific element of the cyber
security risk assessment is conduction of vulnerability scanning and penetration testing. The
vulnerability scanning is a process of reviewing critical systems and assets to locate and identify
known weaknesses. As a step beyond, penetration testing is a systematic employment of legal
and authorized attempts to exploit target system/asset in order to prove that a cyber risk exists.
Therefore, in this work, vulnerability assessment is considered as an phase utilized to complete
a process of penetration testing. Process for conducting vulnerability scanning and penetration
testing (Figure 3) starts with gathering all relevant information about the target system. This
phase relies on the data collected by the survey, which should be enhanced with technical
documentation of the target system. The second phase of the process begins by breaking the
model preparation for effective scanning and testing into three distinct steps: (i) determining
turned-on and communicable target systems, (ii) identifying active ports and services on the
target system, and (iii) obtaining appropriate credential to gain access to the targeted system.

Figure 3: Process for conducting vulnerability scanning and penetration testing

Vulnerability scanning and penetration testing, the third and fourth phases, in information
systems generally is mainly conducted using commercial tools (Table 2). The main advantage
is ability to scan a large number of hosts for common vulnerabilities and exposures. However,
the process is limited to only detecting vulnerabilities and exposures for which the vendor of
the tool used has released plugins. In addition, as the tool vendor has no knowledge of a ship
critical systems and assets specifics, the results could incorrectly reflect the real risk.
Table 2: Vulnerability scanner (VS) and penetration (PT) test software tools
Name
Nessus
Kali
ImmuniWeb
Netsparker
Acunetix
Nexpose
Core Impact
OpenVAS
Retina

Type
VS &
VS &
VS &
VS &
VS
VS &
VS &
VS
VS

PT
PT
PT
PT
PT
PT

License
Proprietary
GPL
Proprietary
Proprietary
Proprietary
GPL
Proprietary
GPL
GPL
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Operating System
Cross-platform
Linux
MS Windows
MS Windows
Cross-platform
Cross-platform
MS Windows
Linux
MS Windows
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4.3 Cyber risk determination
On the basis of the assessment results, cyber risk analysis is performed to identify and
categorized cyber threats to which an ship is exposed. The qualitative risk analysis is performed
by evaluating the impact magnitude and likelihood of various threats determinated that could
exploit vulnerabilities to harm cyber security of critical systems and assets. The method
provides a relatively simple, but satisfactory bases for the cyber risk analysis. The threats
likelihood is a rating of the probability that a vulnerability is exploited. The likelihood levels
are given as low, medium and high with given values of 0.1, 0.5 and 1, respectively (Figure 5).
The impact refers to the magnitude of a harm resulting from successful exploitation of a
vulnerability. The impact magnitude rates are high, medium and low with given values of 100,
50 and 10, respectively.

Figure 4: Example of risk-level matrix for qualitative risk analysis of cyber threats

Cyber risk level is calculated by multiplying the threat likelihood ratings by the impact
magnitude of the vulnerability exploited. The given result indicates qualitative risk level: (i)
critical-risk level requiring immediate action, (ii) high-risk level requiring remediation
implementation plan, (iii) medium-risk level which may be acceptable over the short period of
time, and (iv) acceptable low-risk level.
5

RESULTS COMUNICATION AND ASSESSMENT MAINTENANCE

The final steps in the cyber risk assessment process are the results communication and
assessment maintenance. The assessment results communication phase produces assessment
reports that describes cyber threats and vulnerabilities, qualitative risk level determined and
recommendations for implementation of safeguard controls to mitigate the cyber risks. The
report is to ensure that each recommendation is addressed with specific, realistic, and tangible
actions. The recommendations should contain information to support appropriate decisions on
ship policies, procedures, operational impact and feasibility. Because a cyber risk can never be
completely eliminated, recommendations for the risk mitigation must be acceptable by a costbenefit analysis, resulting in a least-cost solution with minimal adverse impact on the ship
critical systems and assets. The assessment report is presented to the ship managers and
operators to improve the cyber security level.
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The whole ship's crew cyber security awareness and training have a significant impact on
detecting cyber security incidents and preventing cyber security compromises in general. So, it
is considered as a part of the assessment maintenance phase. The whole ship's crew has the
obligation to be aware of their responsibilities in protecting the critical systems and assets from
compromise. In addition, ship crew training is also a tool that can increase ship’s crew
awareness and capabilities in recognition and handling of cyber security incidents. Incidents
prioritization is very important for successful response process and is conducted on the basis of
the determined risk-level matrix (Figure 4). During incident handling, communication with
external parties is required (vendors, law enforcement, media...), so communication guidelines
are predetermined to share only appropriate information with the right parties.
Once the cyber security risk assessment of a ship has been completed and recommendations
for the risks mitigation are initiated, the achieved risk impacting changes are validated and
monitored. The validation and monitoring processes basically include the activities covered
with the assessment conduction phase (onboard ship cyber security survey, vulnerability
scanning and penetration testing, and the risk determination) resulting in updated
recommendations for risk mitigation. Therefore, the cyber security management requires
continuous commitment, evaluation and improvement of the safeguard controls to mitigate the
cyber risks.
6

CONCLUSIONS

A general and comprehensive framework for conducting cyber risk assessment of ships is
presented. The assessment covers methods for identification of the cyber threats and
vulnerabilities caused by installed hardware or software, as well as by implemented security
policies and operational procedures. The assessment relies on the identification of ship cyber
critical systems and assets that strongly depend on key shipboard operations being performed
on a particular ship. As a part of the process for the identification of cyber threats and
vulnerabilities, a questionnaire for conducting the survey by interviewing the ship crew to
evaluate current implementation of cyber security safeguard mechanisms and measures is
presented. In addition, the vulnerability scanning and penetration testing, as a specific element
of ship cyber security risk assessment, are studied. The qualitative cyber risk analysis based on
the of risk-level matrix is proposed. The presented study provides guidelines for mitigating the
cyber risks and to improve the cyber security level of ships.
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