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Abstract

Inthisstudy，basedontheanalysisofthenatureofsecuritythreats，Weplacethe

three comer StOneSfor the efEbctive management of securityin maritime

tranSPOrt：qualitymanagement（QM），risk management（RM），and business

continuitymanagement（BCM）．Aconceptualmodelofcriticalsuccessfactorsof

effbctivesecuritymanagementisdevisedfollowingthisreasoning・¶lemOdelis

furtheranalysedanddiscussedfo11owlngtheanalysis ofasurvey COnducted

amongthreemaingroupsofmaritimetransportserviceprovidersinVietnam：

shippingcompanies，pOrtOperatOrS，and倉eightforwarders／NVOCCstowards

thisresearchissue．Findings丘omthesurVeyPrOVedthatallproposed24critical
success factors are validand shouldbe used as critical hctorsfor successin

e脆ctivelymanaging securityinmaritimetransport，SOaStO Satisfysecurity

requlrementS While enhancing other business objectives・The confirmed

implication ofthis researChisthat e飽ctive securitymanagement can be

achievedbyemploylngCriticalsuccessfactorsderivedfromthefundamental

principlesofquality，riskandbusinesscontinuitymanagement・
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l Introduction

Inrecentyears，theissueofmaritimesecurityhasbecomeamqiorconcemOnthe

intemationalmaritimeagenda．Maritimesecuritydatesbacktoearlymaritime

history underthe themes ofpiracy and cargO the氏and nowincludes also

stowaways，peOPleanddrugtrafncking，information securityand，Ofcourse，

maritimeterrorism afterthe Septemberllthevent・There have been some

arguments elsewhere　that heightened security　measures would hamper

internationaltradeandhavenegativeimpactsonbusinessresults・However，＆om

themanagementpointofview，SeCuritythreatsinmaritimetransportshouldbe
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Viewedasoneoftherisksintheorganisation’sriskprofile．Theobjectiveof

SeCuritymanagementistosupporttheorganisationsinachievingtheirbusiness
goals and objectives・The management ofsecurityin maritime transportis

therefore，infact，amanagementandbusinessissueratherthanthecompliance
withintemational security conventions．Withthis background，One Of the
fundamental questionsin securitymanagementis how to achieve e飴ctive

SeCuritymapagement，e・g・SatisfyingヲeCurityrequirementswhileenhancing

Otherbusinessobiectives，SuChasservICequalityoroperationalefnciency．In
Other words，itisimportant toidentifyand comprehend the criticalsuccess

factors（CSFs）fortheefrbctivemanagementofsecurityinmaritimetransport．In
thispaper，Weaimtoseektheanswertothatquestion．Theremainderofthis
PaPerisorganisedasfollows．First，thefundamentalbackgroundforthisresearch

is presentedinthatthree approaches to e脆ctive securitymanagement are
analysed and discussed・Basedonthis，the criticalsuccess factors（CSFs）of

e脆ctivesecuritymanagementareidentified．EmpiricalvalidationoftheseCFSs
is presented next with the research methodology described and nndings

discussed．ThepaperCOnCludeswithrecommendationsfbrhtweextensionof
thisresearch．

2　Fundamentalbackground

2．1　TheQMapproachtoe鮎ctivesecuritymaJlagement

2．1．l SecuritydesignandprocesscontroI

Tnqualitymanagement，in－PrOCeSSqualitycontrolandmanagementisneededas

asupplementaryphilosophytopreventitfromthesourcesoastoensurethat

Variabilityduringtheprocessisdrivenout．Simi1arly，theprevention丘・Omthe

SOurCeinsecuritymanagementmustbefbllowedbyin－PrOCeSSCOntrOlinorder

tomonitorshipmentswhiletheyareintransitanddluSSignificantlyreducethe

risks ofa shipmentbeing tamperedwith，Creating security breaches．Inthis

respect，thepnmaryo句ectiveofprocesscontrolinthemanagementofsupply
Chainsand maritime transport securityis to have a better visible controlof

Shipmentswhilethey are en route，SO aStO enSuretheintegrityofphysical
Shipmentsandtheirassociatedinformation．AqualitysystemlikePoka－Yokecan

be efftctivelyappliedtosecuritymanagementSOthatoperatingprocessesof
Shipment movements can be controlled and managedfor securitypurposes．

Theseprocessesmustbedesignedandbuiltin sothatanytamperlngOfthe

Shipmentshastobedetected，ndmitigationmeasuresareimmediatelydeployed

induetime・Likequality，SeCurityshouldbebuiltin舟omaprqjectinception．

Besides，SeCurityShouldbeintegratedintotheoverallbusinesspolicyandplans

andshould not be conductedas a separateissue．This approachto security

management willhelp make securityaccepted as part ofthe dai1y business

Operations．

2・1，2TotalorgaIIisationalIbcusinsecuritymanagement

Inqualitymanagement，itisseenthatthetotalorganisationalfocusintermsof

the commitmentandleadership ofseniormanagement，andtheinvoIvement，
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empowerment andtrainingofemployeesis cruCialso astoinspireaquality

Culturethroughouttheorganisation，thuscontributingtoimprovedquality．The

bottomlineinthisrespectisthatseniormanagementrealisesthatthelong－term

benefitsofqualityfarexceedtheeOStSOfconformance・Security，aSitis
traditionallyde丘nedinorganisations，lSOneOfthemostpervasiveproblemsthat
an organisation must address．Since securityis a problemfor the whole
Organisation，itsimplyisnolongere飴ctiveoracceptabletomanageitfroma

SeCuritydepartment．QualityinitiativessuchastheSixSigmaprocessemphasise
the awareness，focus，and dedication of everyoneinthe organisation to

identifyingandfixingqualityproblems，andsuchatotalapproachiswhatis

neededinaddressingsecurityproblems；LeeandWhangl1］．Infact，Sincethe

ヲuPPOrtbyseniornlanagementfbrimprovingthequalityofproductsandservices

ISalreadyinplacelnmanyOrganisations，Whatisimportantisthatmanagement
executivesrealisetheeventualretumontheirsecurityinvestmentintheformof

greater e餌ciencies，better contingency plannlng agalnSt disruptions and

やprovedlevelsofcustomerserviceDoakl2］・Likequality，thekeytosuccess．in
1mPlementing securitymeasuresis the commitment and support＆om senlOr

managementsoastoinsPirethesecurityculturethroughoutanorganisation，thus

PrOmOting theinvoIvement and empowerment ofallemployeesin security

matters．Inthisrespect，teamWOrkisalsocritical，andpeoplemustwofktogether

togetsecurityworkdonesincenoonepersoncansecureabusiness・Likein

qualitymanagement，thetotalorganisationalfocusinsecuritymanagementis

vitalforthesuccessofanysecurityprogram．Thistotalapproachmuststartwith

thecommitmentofseniormanagementandtheirsecurityleadership，fo1lowedby

theempowermentandinvoIvementofallemployees，SuPPOrtedby su臨cient

traininginsecuritymatters．

2．1．3ContinuoussccurityimprovemeJltCyCle

Continuouslmprovementhas been provedto befundamentalfor successin

qualitymanagement，eSpeCiallyinTQM・Sincequalityimprovementisaprocess，

Organisationsshouldstrivefbrcontinuouseffbrtssoastodriveallthevariables

OutOftheprocessandachievea’Zerodefect，qualitygoal・TogetherwiththeSix

Sigmacycle，thePDCA（Plan－DoLCheck－Act）cycle，COTmOnlyknownasthe
Demingcycle，formstheconceptualbasisofcontinuouslmprOVementaCtivities

inmanyCOmpanies；Demingl3］．Sincesecurityisaprocessandnotaproduct，

thesameapproachshouldalsobetakentoe飴ctivelymanageSeCurity，meaning
thatorganisationshavetostriveforcontinuoussecurityimprovement（CSI）・

Thisisbasedonthefactthatsecuritythreatsarenotstatic，andthereforeall

necessaryactivitiespreparedtocopewiththemshouldalsobedynamic・TheCSI

CyClebeginswiththeplanning，inwhichsecuritythreatsareidentiBedandtheir

Criticalityandlikelihoodaredetermined，vulnerabilityisassessedandpriorityis

assigned．Thenextstageistodevelop，eValuate，andimplementsecuritypolicy，

strategies，andplanStOPreVentandmitigatetheefftctsofsecuritybreaches・As

somesecuritybreachesmayoccur，thenextstepistoverifywhetherpolicy，

strategiesandplanSimplementedhavesuccessfullypreventedormitigatedthe

impactsofsuccessfulsecurityincidents，aSWellascollectadditionalinformation

放omtheseincidentsforfurtheraqjustmentinthesecurityriskassessment・The
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nextstageofthecycleistotakeaction，meanlngthatproperaqjustmentsare

COnductedsoastocompletethesecurltymanagementCyCle．Fromthismoment，

anewmanagementcycleistakingplace，takingintoconsiderationallnewlnPutS

fromtheprevioussteps．Thecyclewillthuscontinueandbecomemoreandmore

finely－tunedfor better securitymanagement．The CSIcycleisillustratedin

Figurel．

SecudけriskassessmeIlt

Figurel：　TheContinuousSecurityImprovement（CSI）cycle．

2．2　Risk－basedsecuritymanagementanditsconnectionwith

BusinessContimuityManagemcJlt（BCM）

ThereisaninterrelationshipbetweenriskmanagementandBCM．Sincesecurity
riskis acomponent oftheorganisation’sriskportfolio，itisarguedthatthe

management of securityshould be based on soumd risk management，and

business continuityshouldalsobeoneofthe expected outcomes ofsecurity

management・Indeed，theliterature review has suggested that security

managementmustbebasedonriskmanagementinordertobeef臨ctive，andthe

StepSOftheriskmanagementprocesscanbeappliedtoaddresssecurityrisks．

Broderl4］emphasises the benems of risk－based sepuritymanagement，

especiallyhighlightingareaswheregreater（orlesser）securltyisneededthrough
SeCurityriskidentification，analysisandevaluation．ESPO【5］emphasisesthata

Stable andreliable portbrings risksumdercontrol，andbelievesthatpolicies

aimed at瓜ghting terrorism shouldbe clearlylinkedwith other and existlng

initiativesaimedat頁ghtingorganisedcrime，PlraCy，fraud，Smugglingandillegal

immlgration．Any measures and policies shouldfurthermore be based on a
seriousassessmentoftheactualrisksinvoIved．

ThestepsoftheriskmanagementprOCeSShavebeenwovenintothesecurity

managementPrOCeSS，inwhichsecurityrisksneedtobeident摘ed，analysedand

evaluatedin order to provide the grounding　for risk controI strategies．

FurthermOre，theorganisationalsoneedstodevelopacontingencyplanaspartOf

theprocesstohelptheorganisationreturnitsresilience，andthisisclearlythe

expected outcome of securitymanagementin connectionwithBCM．The

application of risk management　in　security　risk management has been
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emphasisedbymanySCholarSandpractitioners，eSPeCiallytheriskassessmentto

provide the backgroundfor risk control・A detai1ed study ofvulnerability，

criticality（consequence）andthreatisnecessarytoformulateasecurityrisk

profile．ltisarguedthatsuchasecurityriSkassessmentisthekeytomaking

lMO，sISPSCodeefftctive．Arisk－basedsecuritymanagementPrOCeSSShould

also consist oflbur core elements：threatidentiBcation，risk assessment，

acceptancecriteria，andtheimplementationprocessofriskcontroLTheseare

clearlythenecessarystepsoftheriskmanagementprocesssoastoeffbctively

manage SeCurityrisksintransportation andmaritimetransport・Specinca11y，

IarOSSil6］andNolanl7］ar等uethatanefEtctiveriskbasedsecuritymanagement

processmusttakeaholistlCapPrOaCh・rmerearethreephasesthatmustbe
consideredwithinsuchanintegratedprocess．First，itisnecessarytoidentifyall

possiblethreatscenarios・Thentheriskofeachscenariomustbecharacterised

（thethreatofeachscenariomustbeassessed，thevulneral）ilitymuStbeanalysed，

thepossibleconsequencesofeachscenariomustbedetermined）・Finally，the

informationgained放omthissecurityriskassessmentmustbeusedtoa4iustthe

plarmedriskmanagementcontroIsthatarealreadyinplaceorthatshouldbe

developedtdaddressnormaloperationrisks・Aprioritised，risk－basedapproach

to securitymanagementis a criticalelementin determining practicaland
affbrdable solutions．Once the risks areidentined，aSSeSSed，and prioritised，

actionplanscanbedevelopedtomitigatetherisks・

hshort，itcanbeseenthatthemanagementofsecurity，aSanelementofthe

organisation，srisk portfolio，Should be based on a soundrisk management

approachandbecloselyrelatedtoBCMinordertobeeffbctive・Inthisregard，

securitymanagementshouldadoptandintegratethefundamentalsofRMintoits

management PrOCeSS．Securitythreats，vulnerabilityand criticality must be

examinedandthesecurityacceptanCelevelmustbesetsoastoprovideaBrm

backgroundfortheimplementationofanysecurityoptimisationstrategy・The

organisation，in conducting　these management processes，Should　also
communicateandconsultwithitsintemalandextemalstakeholders．Moreover，

theseprocessesneedtobecontinuouslymonitoredandreviewedsoastoprovide

newinputstokeepsecuritymanagementabreastofchangingsecuritythreatsand

theirprobal）ilityofoccurrence，andtherefore，bevalidande脆ctive・lnaddition，

the organisation shouldalso address business continuitymanagement aS an

integralpart ofits security management，and haveinplace the necessary

processesandproceduressothatitcanretumtOreSilienceonceasecuritybreach
issuccessfu1．Withalloftheseinmind，OneCanarguethattheRMapproachto

securitymanagementandconsiderationofitsrelationshipwithBCMwouldbe

powerfu1managementweaponsfortheorganisationinthequestofachievingits

goalsandobjectives・

3　IdentificationofCSFsofefFbctivesecuritymanagemcnt

Securitymanagementiseffbctiveonlywhenithelpstheorganisationtoachieve

its goals and objectives by facilitatlng efncient business operations while

protectingtheorganisation，sresources＆omsecuritythreats・InthiscommeCtion，

ithasbeenarguedthattheQMandRMapproachestosecuritymanagement
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（SM）CanCOntributevaluableinputs．QMphilosophiesandprinciplesarenow
adoptedinnotonlySMbutalsoRMandBCM，WhilebothRMandBCMnot

Onlyhaveaninterrelationshipwitheachotherbutalsoaffbctthegood／ef稔ctive

SM・Today，manyOrganisationsareadoptingarisk－basedapproachtosecurity，
andthemovetoarisk－basedparadigmisacatalystformovingsecurityfroma
teclmicalspecialtytoanorganisationalcompetency．Moreover，Sincemodem

Organisationsmustcontinual1yadapttotheirenvironmentandemerglngrisks－

risksthatpe血aps unknOwnuntiltheorganisationisimpactedbythem，itis

Criticalthattheorganisationviewsecurityinthecontextofthelargerpicture－

SeCurityasoneoforganisationalorenterpriseresilience・Aresilienceapproach

transformsthebasicpremiseofsecurity－thatof’lockingdown，anassetsothat

itisfree舟omharmOrattaCk－tOOnethatpositionssecurityasacontributorto

Strengtheningtheorganisation’Sal）ilitytoadapttonewriskenvironmentsand

accomplishitsmissions・ThethreeapproachesofQM，RMandBCMtosecurity
managementasdiscussedaboveleadtothefollowlngprOPOSedcriticalsuccess

hctors（CSFs）forthee脆ctive．managementofsecurityinanyorganisation，
includingmaritimetransportservICePrOvidersassummarisedinTablel．

4　EmpiricalvalidationofCSFs

4・l Researchme仙odology

hordertoemplricallyvalidatethe24CSFsasidentinedpreviouslyasurvey

instrumentwasdeveloped・Thisinstrumentwasdevelopedonthebasisofan

exhaustivereviewoftheliteratureandthesubsequentresearchmodel．Ithas

beenre負nedseveraltimesbasedonthepilotstudyfindingsandonthecomments

andsuggestionsoftheexpertsintheneld・Theinstrumenthasbeensodeveloped

inordertomaximallycapturealltheCSFsofeffbctivesecuritymanagement．

Thequestionnairebeginswiththeguidelinesinwhichtheconceptofefftctive

SeCurity　managementis carefully explained，and the con丘dentiality　of

respondentsisassured・ThequestionswithrespecttothevariousCSFswere
jumbledandarrangedinarandomorderintheinstrumentSOaStOaVOidorder

bias・Therespondentswereaskedtoindicatetheirperceptionoftheimportance

OfeachcriticalsuccessfactorofESMonafive－POintscale（B・omlindicatingnot

atallimportantto5indicatingveryimportant）．Sincetheunitofanalysisisthe

maritimetransportserviceprovidingorganisations，thetargetpopulationinthis

researchis，therefore，enCOmPaSSlngthegroupsofshippingcompanies，POrt

OPeratOrS andfreightforwarders／NVOCCs which are providing maritime

transport servicesin Vietnam．The samplingframefor this researchis

COnStruCted倉omthedirectoryofshippingcompanies，pOrtOPeratOrSand丘eight

forwardersrNVOCCsinVietnamlistedintheVisabaTimes－VietnamShipping

andLogisticsReview・Thispublicationisawell－knOwnandprestigioussource

OfspecialisedinformationonmaritimetransportandtheloglSticsbusinessin

Vietnam，ndrecognisedbybothprofessionalsandgovemnentalo用cialsinthe

field・Alistof197maritimetransportserviceprovidingorganisationsfromthe

directoryinthispublication，including66shippingcompanies，49portoperators

and82位eightforwarders／NVOCCs，WaS uSed as the mailinglistforthis
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research．Bythecut－Offdate，therewere119retumedquestionnaires，including

42from shipping companies，43from port operators，and34丘om丘eight

forwarders・Thisrepresentsa60％responserate・Thehighresponserateisdueto

the personal contact approach usedfollowed by periodicfollow－uPS OVer

telephoneandalsopersonalvisits・

Tablel：　CSFsofe脆ctivesecuritymanagement．

N o． C ritical uCCeSSh ctor C ode

01
W e11－de且ned and clear security accountability and responsibility at al ） C SFl
1evelsofthe organisation

02 Docum ented security processesandprocedures CSF2

03
Security threats，Critical resources to be secured and im pacts of security

C SF3
threatsidentified analysed and eval uated

04
M in im um　 security　requirem ents　fbr　resources ident浦ed　and　risk

CSF4
acceptance levelestablished

05 Security risk levelsclearly denned CSF5

06
Security risk m itigation strategiesand plansin placeand clearly understood CSF6
by operatOrS

07
Resource allocation plan to mi tigate security risks based on de蔦ned

CSF7
SeCurity risk levels

08
Contributions of em ployees，business partners and related agencies to

CSF8security policy，Strategies，and plans，including theirchanges ifany，taken
asessential inputs

09
Em phasis　on　m onitoring　and　review ing　all security　processes　and

CSF9
procedures，atallorganisationallevels

10
Continuous review and im provem ent of security policy，Strategi es，Plans，

CSFlO
processesand procedures

11
U se ofspecific organisationalstructures（SeCurity im provem entcom mi ttee， CSFll
W Orkteam s，etC）to supportsecurity im provem ent

12
Long－term　benefits　of　security　reeognised　by　senior　m anagem ent

C SF12
eXeCutives

13
Security　policy， Strategi es　and　p］ans　actively　directed　by　senior

C SF13
m anagem entexecutives

14
A llocation ofadequate resourcesto security im provem entefFbrts，including

C SF14
trainlng

15
Preparedness of the senior m anagem ent executives to rem ove the root C SF15
CauSeSOfsecurity problem s

16 Em ploYeeSenCOuraged to 丘nd and providefbedback on securityproblem s C SF16

17
Em ployee invoIvem entin the desjgn and plarn ing ofthe security policy，

C SF17
StrategleSand plans

18
Security training view ed as a longrterm investm ent and serv ice qual ity

C SF18
im provem enth cilitator

19
Security pOlicy，Strategies and plans integrated in overallbusiness policy，

C SF19
StrategleSand plans

20
Security processes and procedures integrated in daily operation processes

C SF20
and prOCedures

21
Technology－based solutions to security problem s understood by senior

C SF21
m anagem entasnottheonly answ er

22
Security of inR）rm ation view ed as im portant as security of physical CSF22
resources（assets，peOple，etC）

23
Availability ofdetai 1ed contingency plansto fbllow in theeventofsecurity

CSF23
breachesorincidents，COntinuously review ed and updated

24
－Avai）ability ofdetailed recovery plansto m aintain businessresilience after

CSF24
SeCurity breachesorincidents
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Thefollowinghypothesiswassubsequentlyformulated：

川し・（－▲＼／・‥十日叶‘・／汀し・・ヾ…〟小′〃川′l伸・仙川血′〃川ゾ／〃仙・J′・州V一日／・／川∵／h・JJ

／（山〟叶‘／由り〃、、／り力1／りん廿し・．

4・2　Analysisor瓜ndings

tn orderto testthehypothesis andvalidatetheresearch CSFs，anumberof

StatisticalanalyseshavebeenconductedusingtheSPSSversionll．Oso民ware．

Thedescriptivestatisticsprovideanoverviewconcerningthevarial）les（hereare

thecriticalsuccessfactors）inthesurvey．Inthisrespect，themeanandstandard

deviationofeachvariablearecalculatedtoseewhethertheYariablecouldbe

acceptedbytherespondentsandexistasacriticalsuccessfactorinquestion．

Based on the mean scores ofallvariables，a ranking orderis established

accordingly to revealthe magnitude ofimportance ofeach factor．Table2

illustratesthesedescriptivestatistics．

Tal）le2：　Perceivedimportanceofcriticalsuccessfactors．

をCritica lsu ccess faCtD r M e董川 Std．D別向tio n 11臨■示■k C l竜tk als uC亡e SS fa d O ‾‾‾‾‾商品 示 Std．D ev iath n 由扁

塵 F23 4．66 0．56 ．．．．1 C S F6 4．15 0．4日 13
喜C S F2 4．58 0，57 ●■●●きCS F19 4．15 口．73 14
書C S F24 4．56 0．62 3 C S F8 4．13 0．5［l 15

書C S F5 4．4道 0．58 4 C S F22 4．02 0，6 4 16

喜C S F 14 4．42 百：前 5 己詐 15 4．02 0．6日 17
雲C S F l 4．42 0．60 6 C S F16 3．99 0．56 18

塁C S F 13 4．39 0．55 7 C S FlO 3．87 口．62 19

…C S F7 4．34 州繭 テ 8 C S F9 3．85 口．63 20
…c s F4 4．28 0．52 9 C S F21

C S F18

3．73 0．65 2 1

…c s F3 4．25 0，52 10 ．3，64 0．62 22
弓C S F 12 4，2 1 D．69 11 C SF ll 3．52 ・0．57 23

きC S F20 4．16 ロ．74 12 C SF 17 3．34 0．7日 24

ThestandarddeviationinresponsetoeachCSFisseenasquitesmall．ltisseen

thatalltheCSFsofthee脆ctivesecuritymanagementprOPOSedareacceptedby
therespondents，inwhichCSF17（EmployeeinvoIvementindesignandplanning
Ofsecuritypolicy，Strategiesandplans）withthelowestmeanscoreof3．34isstill

abovethemeasurementscalewith3beingneutral・ThemostimportantCSFis
CSF23（availal，ilityofdetai1ed contingency pIans tofollowin the event of

SeCuritybreachesorincidents，COntinuouslyreviewedandupdated），followedby
CSF2（documentedsecurityprocessesaridprocedures），andCSF24（availability

OfdetailedrecoveryplanstomaintainbusinessresilienceaRersecuritybreaches
Orincidents）．Amongthesethreemostimportantcriticalsuccess factors，tWO
（CSF23andCSF24）arerelatedtoincidenthandlingandresponsewithinthe

SCOPeOfbusinesscontinuitymanagement・Moreover，itisemphasisedthatthese

払ctorsareclosely connectedtoqualitymanagement，aSthecontingencyand

recoveryplansshouldbecontinuouslyreviewedandupdated．

The respondentsalso high1y rated documented securityprocesses and
PrOCedures，andwell－dehledandclearsecurityaccountabilityandresponsibility
atalllevelsoftheorganisation（CSFlandCSF2）arerankedasthesecondand

Sixthmostimportantfactors．Factorsrelatedtosecurityriskassessmentandrisk－

basedsecuritymitigationstrategiesandplansarealsoperceivedamongthemost
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important criticalsuccess factors ofeffbctive security managementinthis

survey・Spec捕cally，reSpOndentsviewthesecurityrisklevelsclearlydenned

（CSF5）asthefourthmostimportantfactor，WhileotherfactorsinvoIvingrisk

management（CSF3，CSF4，CSF6，CSF7）arealsorankedastheeighth，ninth，

tenthandthirteenthmostimportantfactors．Itisnotedthatrespondentsview

theseascriticallyimportantOneSSincesecurityrisksshouldbeclearlyidentined，

analysed and assessed andthese assessment shouldbe thefoundation upon

whichstrategleSandplanSarebased．

Factorsrelatedtotheseniormanagement，scommitmentandleadershipare

alsohighlyappreciatedbytherespondentsinthatCSF14andCSF13areranked

asthe坑鯖handseventhmostimportantfactors・Itcanbeseenthate飽ctive

securitymanagementrequiresnotonlytheinVoIvementandleadershipofthe

seniormanagement，butmorelmportantly，thattheyshouldprovideadequate

resources・forsecurityimprovement，includingtrainingaswell・Asanticipated，

factorsrelatedtosecuritydesignandprocesscontrol（CSF20andCSF19）are

alsohighlyrankedbythbrespondentsbeingthetwel氏handfourteenthmost

importantcriticalsuccess伝ctorswithmeanSCOreSOf4・16and4・15respectively・

In this respect，itis confirmed through the survey that efEbctive security

managementisattributedbythesecuritypolicy，Strategies，Plans，PrOCeSSeSand

proceduresintegratedintheoverallbusinessonesandshouldnotbedesigned

separately丘・Om the overall picture of business operations・Other factors

invoIvingcommunicationandconsultationwithstakeholders，holisticapproach

andemployeeempowerment（CSF8，CSF22andCSF16）alsoreceivedrelatively

highrankingascriticalsuccessfactorsofefFbctivesecuritymanagement・The

survey alsorevealsthatthequalityprincipleofcontinuousimprovementis

recommendedinsecuritymanagement，inthatsecuritypolicy，Strategies，plans，

processesandproceduresshouldbecontinuouslyreviewedandimproved，This
factorreceivedameanscoreof3．87andwasrankedinnineteenthplace．The

leastimportant CSF，aS ranked by the respondents，WaS CSF17，employee

invoIvementindesignandplanningofsecuritypolicy，Strategiesandplans，

althoughitsmeanscorewasstillhigherthantheaverageconsensuslevelinthe
scale．ThismagnitudeofimportanCemaybeexplainedas，althoughemployees

should be encouraged to血dand providefeedback on securityproblems
（CSF16），thedesignsandplammingofsecuritypolicy，Strategiesandplansrequire

theexpertiseandskillsofspecialisedstaffsothatnotallnormalemployeescan

bequali鮎dandinvoIved・Nevertheless，itcanbeseen拉omtable3al）OVethatall
these24CSFsare eSSential so that securityinmaritime tranSpOrt Can be

e脆ctivelymanaged・Inshort，thehypothesishasbeenempiricallytestedandthe
critical success factors of e飴ctive securitymanagement have also been
validated．

5　Conclusion

lnsummary，theproposedhypothesishasbeenempiricallytested・Thestatistical

analysISCOnductedinthesurveyhasprovedthatthishypothesisisacceptedin
thecontextofVietnamesemaritimetransportserviceproviders・A1124proposed

factorsareaCCeptedas CSFsofeffbctivesecuritymanagementinmaritime
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transportwiththelowestmeanscoreof3．34，Whichisabovetheaveragescoreof

thescale・TheseCSFsarederived圧omtheQM，RMandBCMapproachesto

SeCuritymanagement・Amongthe mostimportant factors，OneS related to
incidenthandlingandresponse（CSF23andCSF24）areperCeivedasthemost

andthethirdimportantfactors，andhavehigherrankingsthanthoseinvoIving
SeCurityriskassessmentandrisk－basedsecuritymitigationstrategiesandplanS
（CSF3，CSF4，CSF5，CSF6andCSF7）．This貢ndingmoreorlessindicatesthat

VietnamesemaritimetranSPOrtServiceproviderscurrentlyfocuson’situational，

andshort－termfactors・AmongtheidentiBedCSFs，the甫vemostimportantones

are仇efbllowmg：

●　Availabilityofdetailedcontingencyplanstofbllowintheeventofsecurity

breachesorincidents，COntinuouslyreviewedandupdated（mean4．66）

●　D∝umentedsecurkyprocessesandprocedures（mean4．58）

●　Availabilityofdetailedrecoveryplanstomaintainbusinessresilienceafter

SeCuritybreachesorincidents（mean4．56）

・　Securityrisklevelsclearlyde丘ned（mean4．44）

●　Allocationofadequateresoureestosecurityimprovementefbrts，including

training（mean4．42）

hshort，ithasbecnempiricallytestedthatallproposed24CSFsarevalidand

Shouldbeusedascriticalfactorsforsuccessine飴ctivelymanagingsecurityin

maritimetransport，SOaStOSatisfysecurityrequirementswhileenhanCingother

businessobjectives．Thecon鮎medimplicationofthisresearchisthate脆ctive

SeCuritymanagement Can be achieved by employing criticalsuccess factors

derived丘omthefundamentalprinciplesofquality，riskandbusinesscontinuity

management・ThisresearChcanalsobeextendedbybeingconductedinVarious

Othersocialcontextsinordertomaximiseitsgeneralisability．
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