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Maritime Security and MET

The International Association of Maritime Universities (IAMU) was founded in
1999 by seven maritime universities representing the five continents of the world.
Since then, six Annual General Assemblies have been held, hosted by Member
Universities. In August 2005, the total number of the membership stands at 47
maritime universities or faculties plus the Nippon Foundation.

“Maritime Security and MET” is the main theme of the 6th Annual General As-
sembly (AGA) 2005 hosted by the World Maritime University from 24th till 26th
October in Malmo, Sweden.

After being reviewed by relevant experts in the maritime fields,
40 academic papers and 7 project reports which were presented at the 6th Annual
General Assembly of IAMU are included in this book. Half of the papers are related
to Maritime Security and the others are related to IAMU’s traditional topics, current
issues in MET, shore-based management and marine simulators, to name a few
topics. The project reports present the (interim) results of research projects funded
inthe FY 2004 by IAMU.

The Local Executive Committee trust this book will be useful to those who are
involved with the issues of Maritime Security, Maritime Education and Training and
all fields related to maritime affairs.

Takeshi Nakazawa
Professor of the World Maritime University
Head of Local Executive Committee of the 6th Annual General Assembly
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6" IAMU Annual General Assembly
at the World Maritime University,
Malmo, Sweden

Foreword to the Proceedings

In today’s world, in addition to meeting high standards of safety, environmental
protection and efficiency, the international maritime industry has to address the
demands of enhanced security. The theme of this year’s [AMU Annual General
Assembly: “Maritime Security and Maritime Education and Training” is, therefore,
most timely as it provides participating Maritime Education and Training (MET)
Institutions the opportunity to explore together one of the major challenges facing
the maritime industry today. IMO, for its part, has developed a comprehensive
security regime for international shipping, which entered into force in July 2004, and
our challenge now is to ensure its wide and effective implementation as well as
continued vigilance over security risks. For MET, the issue should be how to pro-
vide the human element with the skills and competence required to achieve the set
goals through education, training and research.

When IAMU met for the first time in 2000, one of its highest priorities was “to
pursue tangible results”. With the generous support of the Nippon Foundation,
maritime institutions, under the IAMU umbrella, are wonderfully placed to do just
that. We are all aware that ours is an industry that relies heavily on the profession-
alism of its people. Similarly, we are conscious of the challenges posed by the
international nature of this most global of pursuits. What could be more relevant,
therefore, than representatives from MET institutions all over the world coming
together to discuss the best possible ways of preparing staff at sea, in shipping
companies, ports and maritime administrations to meet these challenges? Hosted
by the World Maritime University —itself a gem of international co-operation —there
could be no better forum for stimulating interesting and fruitful contributions to
discussion of maritime security issues and for developing strategies to address
them through maritime education and training.

If we are to uphold and improve standards and ensure continued vigilance, noth-
ing could be of greater importance than the training of the maritime professionals of
the future. The papers presented at the 6" IAMU Annual General Assembly cover



a full range of topics, from operations, management and organization to engineering
and sciences. These Proceedings are set to become a source of inspiration and
reference for maritime institutions worldwide and are of relevance to all who are
involved in the maritime industry.

In my role as Chancellor of the World Maritime University, [ am pleased to have
been invited to provide this foreword and take this opportunity to commend the
work and achievements of IAMU to date and look forward to its continuing success
and contribution in the future.

Efthimios E. Mitropoulos
IMO Secretary-General
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Identification and formulation of
Maritime Security Management System
from the shore side: an interim report

D. S. Grewal
School of Maritime Management and Logistics,
Australian Maritime College, Launceston, Tasmania

Abstract

This interim report presents the main issues researched in the IAMU-funded
project. The primary objective of this study is to identify and analyse all shore-
based and near-shore activities which are associated with maritime operations
and to formulate them into a Maritime Security Management System.
A curriculum development for maritime security studies will also be analysed
and proposed as part of the project. The study involves two main stages. A focus
group survey is conducted first to explore ideas and perceptions of experts in the
field on different facets of research objectives. Based on the findings of this
survey, a postal survey will be conducted to empirically examine the perception
of the international shipping community on research objectives.

Keywords: ISPS code, Maritime Security Management System.

1 Introduction

In recent years, the issue of maritime security has become a major concern on the
international maritime agenda. In fact, maritime security dates back to early
maritime history under the themes of piracy and cargo theft and has more
recently covered issues, such as stowaways, people and drug trafficking. There
have been growing fears that terrorists can also use ships or their cargo as
weapons to attack vulnerable points in the maritime chain just as aircraft were
used in the terrorist attack in the United States. Terrorism, thus, becomes the new
dimension of maritime security.

There have been a number of responses to this issue. The International
Maritime Organisation (IMO) has recently adopted the International Ship and
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Port Facility Security (ISPS) Code which came into force on 1% July 2004,
aiming at the establishment of an international framework so that “ships and port
facilities can co-operate to deter and detect acts which threaten security in the
maritime transport sector”. The Code establishes a number of requirements on
contracting governments, ships, port facilities, and relevant maritime industry
participants to carry out risk assessment, establish roles and responsibilities,
work out security plans as well as assigning security officers both on board the
ships and ashore (in the shipping companies and port facilities).

Although there has been some research done to address the issues of maritime
security from different angles, there are some gaps that need to be taken into
consideration:

e First of all, the coverage of the ISPS Code is basically within the traditional
interactions and relationships between ships and port facilities. In addition,
only port facilities serving ships engaged on international voyages are
covered in the scope of the Code, while other dimensions of security such as
cargo theft, stowaways, drug trafficking or people smuggling can exist in all
ports no matter what type of ships they serve.

e  Secondly, security threats can come from activities on the shore side. These
have not been sufficiently addressed. In the transportation chain, however,
maritime security also involves other shore-based activities which can
provoke the critical issue of security management connected to maritime
transport and operations. For instance, the links with stevedoring companies,
road and rail transport companies, freight forwarders, etc and the
relationships among them need to be explored. These are some examples of
shore-based activities which are associated with maritime transport and have
important implications in the establishment and implementation of security
management system.

A lack of security management policy and, on the top of it, a “security
culture”, of such shore-based activities will certainly have direct and induced
impacts on maritime transport as a whole. A formal research on this aspect is,
therefore, considered necessary and useful both from academic and practical
perspectives.

2 Research objectives

The primary objective of this study is to identify and analyse all shore-based and
near shore activities which are associated with maritime operations and to
formulate them into a Maritime Security Management System. A curriculum
development for maritime security studies will also be analysed and proposed as
part of the project. This is an attempt to extend the coverage of the security net in
the maritime industry, covering all dimensions of the issue.

3 Methodological framework

Different research methodologies were deployed to achieve the set objectives of
this project:
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e Literature review and secondary data analysis: this method was applied to
review aspects of maritime security management in general and security
management of shore-based activities associated with maritime operations in
particular.

e Survey research by questionnaires and Focus group interview: in order to
analyse the current practice of security management policies and systems in
sea-based and shore-based activities in the industry and propose standard
working procedures and requirements from academic perspective, these
methods are needed as efficient tools to collect necessary data for analysis.

Based on this framework as shown in Figure 1, it is intended to conduct the
following tasks:

e Identify all shore-based and near shore activities which are associated with
maritime security management system (Action Plan 1).

e Identify key players in the identified activities and analyse their security-
related relationships (Action Plan 2).

e Analyse the vital components and involved security risks in the Maritime
Security Management System (Action Plan 3).

e Formulate the standards formats of components in the Maritime Security
Management System (Action Plan 4).

e Formulate the necessary contents for maritime security courses (Action
Plan 5).

The study involves two main stages: A focus group survey is conducted first
to explore ideas and perception of expert in the field on different facets of
research objectives.

Based on the findings of this survey, a postal survey will be conducted to
empirically examine the perception of the international shipping community on
research objectives.

4 Work done so far — a brief description

The first stage of this research is currently being conducted. Several maritime
experts in Australia and New Zealand, employed in shipping companies, port
operation companies, port authorities, as harbour masters and as administrative
legislators, were asked to join the focus group survey and to provide their
comments on the following questions:

1. In your opinion, have the current security initiatives, such as ISPS Code,
covered all shore-based and near shore activities as far as security
management is concerned? If not, please identify the omissions.

2. How would you assess the capability and effectiveness of these current
security initiatives in helping to maintain and implement effective security
management ashore in maritime transport industry?

3. Please identify the dimensions or security activities (e.g. access control,
information security, etc.) that should be included in a holistic Maritime
Security Management System.

4. Please describe the important inter-and intra organisational relationships
which affect the management of maritime security.
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Identification of activities in the
security net from the shore side

Identification and analysis of players &
relationships among them in identified activities

Analysis of vital components of the Maritime Security
Management System and involved security risks
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system courses

Figure 1: The study framework for the project.

5. In your opinion, what are the key criteria of a good/effective Maritime
Security Management System?

6. It is said that a good/effective Maritime Security Management System
should include the following: policy, processes, procedures, people,
communication and technology. To what extent do you agree with this
statement?
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7. Do you see the need for further legislative changes to facilitate or enable the
development and implementation of an effective security system that is able
to deal with the challenges of a complex maritime security environment?

8. In your opinion, what should be included in the current curriculum of

" maritime universities so as to provide education and training of vital
components of a good/effective Maritime Security Management System?

9. Are there any other factors which you would consider important to the
success of a Maritime Security Management System?

10. Should security become a part of a wider safety management system?

Responses from focus group members were collated with author-related links
removed, then synthesised and analysed into a single document. This was then
sent around to all participants for their comments and additional inputs before
being finalised.

The analysis and finalisation of this survey is currently under way.
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The influence of resources on the
implementation of quality procedures in
MET systems and safety at sea (IRMETS)

V. A. Loginovsky, A. P. Gorobtsov & V. E. Kuzmin
Navigation Department, Admiral Makarov State Maritime Academy,
St Petersburg, The Russian Federation

Abstract

The intensive development of various types of very important and useful
regulations and standards in the shipping industry in recent years, in a lot of
cases, is not sufficiently coordinated with the quantity and quality of resources
to meet them and ensure their proper implementation. This paper presents the
project sponsored by the Nippon Foundation describing some formal approaches
in analysis of Human Element impact on safety and security in the shipping
industry and MET efficiency.

Keywords: crew resources, fuzzy logic, Bayesian nets, safety, security.

1 Introduction

Application of such “catalysts of efficiency and safety” as ISO and ISM Code
standards without granting the appropriate resources to meet their provisions has
led to the emergence of some negative tendencies in which new terms and
concepts are generated. These include “paper safety”, “paper audit”, “paper
quality”, etc. But the carrying out of many of such bureaucratic “paper
procedures” to keep the “paper image” of the MET institution, shipping
company or vessel, wastes the same resources and, in many cases, reduces the
level of quality and safety. So, there is a vicious circle, and to escape from it,
i.e. to raise the efficiency of the regulations and standards, we have only one
possibility and that is finding the optimum balance between requirements and
resources through the reasonable compromise between safety and economic
efficiency of the industry. The shipping industry and MET field are linked in one
system and in this Project we have tried to research such links using FIS and
Bayesian nets.
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2 Crew resources analysis

2.1 Fuzzy Inference System (FIS) application to regulation and crew
resources analysis

The theory of Fuzzy sets, which basic ideas have been offered by American
mathematician Lofty Zadeh, describe a qualitative, fuzzy concepts and
knowledge of the world around and to operate with this knowledge and openly
receiving new information. The methods of construction of information models
based on this theory essentially expand traditional areas of computer applications
and form an independent direction. Scientifically applied research has received
the special name - Fuzzy modelling. The technique of modelling is described
in [1]. The FIS flow-chart is presented on Figure 1. To make an FIS we used
Gaussian membership functions distributed at regular intervals. These intervals
and sets of linguistic variables are shown in brackets below. Input linguistic
variables:

manning (0-2; reduced, standard, increased);

skill (0-2; low, medium, standard, high, excellent),

regulations (0-4; lack, sufficient, functionally redundant, overlap,
overregulation).

Output linguistic variables:

e  workload (0-2; low, medium, standard, overload, extremely overload);

e task (0-2; not solved, almost not solved, almost solved, solved, little better
solution, more better solution, the best solution).

Mannimng
Waorkload
. Mamdam
o 76 rules
Regulatio Task
s :
Regulations L] Skill

Figure 1: FIS and Workload surface.

All the standard (conventional) values in this model are equal to 1. So, if the
value of workload is 1 it means that hours of rest meet the requirements of
STCW 78, as amended and ILO 180 etc.

We used an adjustable model consisting of a set of 76 fuzzy if-then rules of
the following type:

1. If (manning is standard) and (skill is standard) and (number of regulations is
sufficient) then (workload is standard) and (level of task solution is
standard)...76. If (manning is reduced) and (skill is low) and (there is an
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overregulation) then (the crew is extremely overloaded) and (the task is not
solved).
Some formal findings and results within the model frames are given below:

a) If even the number of regulations is functionally sufficient and manning and
skill of the crew is conventional, then to make the 0.9 of conventional work
the probable crew overload of 0.12 is a common thing.

b) If in “a” conditions the crew is reduced to 0.8 then the workload increases to
0.24, and crew performance falls to 0.85.

¢) If the qualification of crew leaves much to be desired then it practically
means that workload is at the same level as in result “b” and in this case the
crew performance level is reduced to 0.71.

d) If there is a functional lack of regulations then even with the complete crew
and their standard qualification, the crew performance level is 0.7.

e) The overregulation impact is very similar to the situation “d”. Overregulation
is dangerous, as it distracts seafarers from performance of their direct official
duties frequently to please the ship inspectors. This is the main reason of
«paper image».

f) Overregulation is catastrophic for ship (company) when there is a shortage of
crew especially if the crew is low qualified. In this case crew performance is
only 0.58. It is accompanied by an enormous overload. Overregulation,
unskilled seafarers and overload go together and they create the vicious circle
to increase regulation even more.

g) Improvement of crew skill by 0.1 enables to give standard level of crew
performance with its possible insignificant overload of 0.1.

The results "a-e" show low crew performance. In other words, in these cases
there is a constant hazardous atmosphere originating with the high probability of
incidents, accidents or catastrophes.

Analyzing the output linguistic variables, Workload and Task (Crew
performance), we received some findings and results, which are partially
submitted below:

h) Even in conditions of keen competition, the overregulation in the shipping
industry could be avoided or its negative impact could be reduced by
educating and training of highly qualified seafarers and the company’s shore
based staff and ship inspectors.

i) Decrease in seafarer’s qualification is equal to increasing of his/her
workload. It means an increase in the fatigue and reducing the level of safety
as well as the attractiveness of shipping industry.

j) Non-compliance with the rest-hours required by STCW 78 and ILO 180, as
well as the level of safety and security, is originated in MET institutions. For
example, wrong and very formal implementation of ISO standards in MET
institutions in lack of human resources could result in increasing of paper
work and promote the outflow of teaching personnel from this bureaucratic
work. In its turn this promotes the possible non-compliance with the MET
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k)

)

standards, and further such hazards block to meet the STCW, ISM, ISPS, ...
provisions.

One of the reasons of overregulation in shipping industry is cheap, low
qualified and often multinational crews. Using non-native language for
communication on board ship and while training and educating promotes a
decrease in professional skill level of seafarers, at least in the very beginning
of his/her maritime career.

Situational awareness is impossible without serious education, training and
maritime experience.

m) Functional overlap in regulations (in a context of model) gives essentially a

n)

p)

4
SAMRERTRONAN
Fd i R s i
S} ‘
1p e
o~
4 = o
@ (LE:3 1% 2

smaller workload on a qualified crew, than overregulation.

The functional redundancy in regulations (we use the term in a sense of
functional integration of regulations) operates to improve the reliability and
consistency of them if the crew resources are not lower than standard.
If functional redundancy reaches the level not appropriate to crew resources
(manning, skill) then there comes the situation similar to impact of
overregulation.

Education and training of highly skilled seafarers, shore based company’s
personnel and ship inspectors using an identical system of high standards will
reduce the burden on seafarers and raise the level of safety and industry
attractiveness as well.

The high absolute value of workload gradient (Figure 2) or task complexity
gradient (short transitional periods) are most dangerous to the safety and
security of the ship. These include the handover of the watch, the change of a
crew, reducing or even increasing the number of crew, new regulations
entering into force, approaching and leaving port, increasing or reducing the
security level... etc.

1
Skill

Figure 2: Workload contours and gradients.

q) Circles cover gradient variation areas. They show the lack of coordination in

different activities in industry, for example when new regulations entering
into force, the ship owner reduces the number of crew and degrades its skill;
it may be the security drill while loading the ship, etc.

Increasing the complexity of the task is equivalent to degrading the crew
skill.
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s) The conventional (standard) workload level contour is marked on Figure 2.
We can observe the area where “the unit workload” is not possible even if the
crew is super qualified.

2.2 Efficiency of ISO, ISM and similar quality management systems applied
according to STCW as amended in MET institutions

The process approach had been used in creating of the questionnaire distributed
at the 2004 IMLA Conference in St. Petersburg. It was based on an 11 point
Likert scale from 0 (fully not sufficient) to 10 (fully sufficient). We understood
that return could not be greater than 10% of a total number. There were 70
questionnaires spread among participants. Nineteen questionnaires were
returned. We can extend other projects results from ISM implementation in the
shipping industry to QS implementation in MET institutions. The main weak
points found in shipping have to be rigorously surveyed in the marine education
field. Such extrapolation being not so theoretically pure may lead researchers
directly to crucial points. Some of the negative considerations found in ISM
implementation:

too much paperwork;

voluminous procedures manuals;

irrelevant procedures;

bought off-the-shelf systems;

no feeling of involvement in the system;

ticking boxes in checklists (without actually carrying out the required task);
not enough people to undertake all the extra work involved;
not enough time to undertake all the extra work involved;
inadequately trained people;

10. inadequately motivated people;

11. no support from the company;

12. no perceived benefit compared with the input required,;

13. ism is just a paperwork exercise;

14. no respect for external auditors;

15. no respect for classification societies;

16. no respect for port state control inspectors;

17. no respect for the shore management by the seafarers;

18. no respect for the seafarers by the shore management.

PN bRDHE

What lessons could be learned from those negative findings?

To answer it we have to organize them into groups and remove items, which
are not directly tied with MET quality processes.

The result of grouping is the following:

procedures and manuals unsatisfactory (14, 13);

overload of personnel (often without extra payment) (1, 7, 8, 9);

lack of pre-training and quality ideas dissemination throughout (5 ,6, 9-11);
lack of adequate resources (financial, technical, etc) (11, 12).
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All the following items were found in literature laid down in random order
without any consecutive explanations.

e Port state control statistics already shows a steady trend of crew related
deficiencies, many of which are based on previous training experience (or
lack of it).

e  General decline of marine education in Western Europe may lead to shift of

education “centre of gravity” to countries with insufficient adherence to

efficient quality systems [2].

Lack of MET financial support in EU countries [2].

Lack of benchmark data to compare QS results.

Absence of the experience and knowledge of quality assurance system [3].

Lack of commitment from the top [3].

Negative attitude due to hazardous thoughts like “we’ve always done it this

way — why changing” or “I am the expert — I need no control” [3].

Measurement of service is completely new for MET [3].

A difference in academic and marine proficiency standards lead to potential

problems due to partial inconsistency [5].

o Inadequate facilities and shortage of qualified teaching staff to cope with the
increased demand of competence standards had an obvious damaging effect
on the quality of maritime education and training [4].

e  Quality standards system itself does not guarantee the depth and the width of
knowledge, understanding and proficiency required by the internationally
binding regulations [4].

Considering the ISM implementation process and areas of difficulty of the
shipping industry similar to those experienced by MET institutions, we have to
make some remarks:

Remark 1. Insufficient resources and inadequacy of resource management is a
common place elsewhere.

Remark 2. Traditional education and training are main processes of MET.
All support processes are often considered of less importance.

Remark 3. QS certification is sometimes more important for a market
achievement than the actual quality of MET.

Remark 4. As in the shipping industry, there should be resistance against what is
perceived as another regulatory and paper burden. It may lead to wrong
perception of ways to MET quality achievement, wrong resources dissemination
and keeping areas of required improvement out of attention if they are positioned
within supportive items.

Independent evaluation and self-evaluation results made by expert groups in
the Russian Federation confirmed our assumptions both qualitatively and
quantitatively.
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2.3 Questionnaire

An extensive survey among seafarers was given to serve as a base for modelling.
Questionnaire “Sufficiency of resources for performing conventional duties”
with 86 questions was produced within the frame of this research. More than 150
people took part in this survey; all of them are Masters, Chief Officers or OOW.
Some of the results are given below in diagrams.

These diagrams prove that reduced crews are common nowadays, as most of
the participants emphasize that the number of crewmembers is insufficient for
safe operation. Additional workload, such as security duties under ISPS code,
makes the situation even worse. Very often these additional duties result in
distraction of OOW from his navigational duties, compromising safety (Figure
3A). Overall workload affects maintenance of the ship too, as the more time is
spent for different duties less time is left for maintenance of the ship (Figure 4B).

Do you have sufficient number of Does the strict compliance with
crewmembers for safe operation of your ship ? security requirements affect safety ?

Unaware

Figure 3: A. Safe ship operation B. Security and safety.

Does the OOW have to perform other functions Does the ratings’ workload affect
during his watch, besides his watch duties? technical maintenance of the ship ?

Sometimes

Figure 4: A. OOW distraction B. Ship maintenance.

The introduction of ISM and ISPS Code led to increased bureaucracy, extra
paper work.

One of the most intriguing questions was about the factors preventing crew
from complying with conventional requirements (Figure 5). The most common
answers were: “Priority of records over actual compliance” and “‘under
manning”.
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How did the number of compulsory records and What factors in your opinion prevent you from
additional administrative task change with complying with conventional requirements most of all ?
introduction of ISM and ISPS?

Insufficient assistance«
on the part of the
company
Did not
change

. Low professional
il skills of the crew

Low professional
skills of shore-
based service staff

Priority of records

Increased over actual compliance

Figure 5:  A.ISM and ISPS Code B. Crew pérformance.
2.4 1T Implementation onboard Vessels: crew resource study

This part of the project is devoted to analysis of modern navigational IT
influence on crew workload and on the level of environmental protection and
safety at sea. Bayesian networks are used as a formal background for the
Research. New technologies in general have the most effect on the number of
crewmembers, the job profiles, the workload, the work organization on board a
ship, the safety on board the ship and the necessity of training. Safety aspects of
new technologies appear to have counter effects. First of all, new technologies
improve the safety of shipping. On the other hand, the different job functions
require more technical people with less operational shipping knowledge.
They might not respond adequately in an emergency situation. Indirect
relationships between costs and new technologies, via human element, could
appear in three different ways [6]:
e new technology resulting in a lower number of crew members;
e new technology resulting in a different composition of the crew with other
wage levels;
e new technology resulting in a change of (overtime) working hours.

It needs to be evaluated by specific instruments during their implementation
in the overall maritime sector. There have been specific tools based on Bayesian
networks developed for assessing human factors’ impacts on the implementation
of new technologies. The results of analyzing the effects of IT on the human
element, the main effects seem to be caused by navigation and communication
related technologies.

Increased automation on board the ship has resulted in a shift from physical
work demand towards mental work demand. Mental work demand is related to
the perceptual-cognitive demands of monitoring the technical systems.
Too much mental work demand may result in fatigue and stress for the seafarer.

The use of new technologies on board ships results in extra training needs for
the crewmembers that have to work with these new systems. This means that
with regular intervals the seafarer will be asked to take a course/training in
working with new technological systems.

Automation reduces the number of repetitive tasks in a job, and makes it
possible to perform the same tasks with fewer people. Because of the
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implementation of new technologies on board a ship, different functions are
increasingly being integrated. This means that crewmembers must be able to
perform different jobs on board. To be able to perform different tasks, the
crewmember has to be multi-skilled.

2.5 Impact of international, regional and national instruments on
navigational safety in restricted waters: Baltic Straits as particularly
sensitive sea area — Case Study including crew resources

This part of the project is devoted to crew resources influence on navigational
safety in the Baltic Straits. The increase in international shipping activity
stimulates the development of new Associated Protective Measures (APMs).
Only the complex of measures could produce desired tangible results.
The following Crew Resources APMs were emphasized in the project:

Safety culture — Introduction of a safety culture on board ships should be a
long-term goal of any shipping company. This not only enhances safety of
navigation but also reduces risk of overall negligence and poor maintenance at a
rather low cost. Moreover, it gives a good motivation for crew members to take
an active part in SMS on board ship.

Simulator training — The training as required by STCW is a minimum, and it is
further assessed that improved navigator training would have positive effect on
the safety level of the vessel. An example of improved navigator training is
advanced ship manoeuvring, including training of crisis situations, which can
only be done safely in simulators. The training should be done with simulators to
give a real life and area-specific experience of the given situations and thus
prepare the navigators in case they face a similar incident. For example, Masters'
training for Baltic Straits passage with appropriate certification, renewed at
regular intervals.

BRM/BTM/CRM — BRM is designed to reduce errors and omissions in bridge
operations through a simple system of checks and delegation of duties. BRM
system emphasizes a coordinated effort among bridge personnel to ensure
smooth, efficient and safe operation of the vessel. Similarly, Crew Resource
Management (CRM) is designed to ensure teamwork and cooperation in
emergency situations of the deck and engine crews. For communication and
other responsibilities that are connected to the shore personnel, such training
should also include key shore personnel.

The second group of APMs deals with shore based activities, such as VTMIS,
pilots, DGPS, and buoyage. The main idea of this group is to facilitate ship
handling process, either remotely via VIMIS or directly, by the pilot
(compulsory pilotage), enhanced positioning accuracy, facilitate position control
— DGPS, additional navigational marks, buoys, TSS, extra routeing measures,
etc. In other words, this is a kind of outsourcing of some ship duties to shore.

2.6 ISPS code as a Bayesian node in general crew workload structure

Resources in this study were defined as available human power on board vessels.
Detailed model descriptions could be found in proceedings of the same
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conference named “ISPS code as component of onboard resources in Bayesian
Analysis”. The main finding is that it is hardly possible nowadays to find one or
two new effective measures, which allow us to raise the level of safety and
security considerably and therefore, only the most complex of such measures
could produce tangible results. The crew is limited in number as well as in other
resources; to cope with numerous duties officers should be more competent and
to be able to do more things within allocated time. For example, to keep ship’s
charts folios updated, an experienced Navigation Officer needs less time than his
less experienced colleague. With unchanged crew, any increase in workload
implies higher competency of crews to be able to complete their duties in time.
The better the education, the better is the situational awareness. In other words,
here we have a direct link between ISPS Code and MET. Crew competency is
the measure of ship safety and security.

3 Conclusion

The part of findings and results of the Project is shown in the corresponding
paragraphs and because of economy of a paper the authors do not see any sense
in their recurrence. However we would like to emphasize the important idea,
which has been clearly realized while executing the Project:

A globalized shipping industry is a very complicated system consisting of
many interconnected active and passive components, of which activity could
result in its stable or unstable state. To study and ‘tune’ the system by rules and
regulations we need tools and models. To implement all the instruments we need
resources, otherwise the high goals will never be achieved. The seafarer is the
most important active component in this system, which is why the role of IAMU
in MET field cannot be overestimated.
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Study in standardizing marine
engineering curriculum

' B. Butman
U.S. Merchant Marine Academy, Kings Point, New York, USA

Abstract

This paper presents the preliminary results of an ongoing research study. In spite
of the substantial efforts of the IMO and the maritime community aimed at
developing standardized curriculum for training ship officers, the educational
programs in different institutions vary quite substantially. Undergraduate marine
engineering programs offered in various countries differ in their duration,
content, onboard training, specific requirements, etc. For instance, the average
length of a license/degree program, which leads to the Third Assistant (or just
Fourth Engineer) license and a bachelor degree, is four years, including about a
year of sailing. However, there are three-year programs on one side, and five-
plus-year programs on the other side. Composition of the marine engineering
programs varies. First is the share of the sea portion, which normally takes one
year. However, there are exceptions when the cadets spent much more time at
sea. Second, every program might be looked upon as a combination of building
blocks. The distribution of time among the above portions of a program and the
list of academic courses varies quite substantially from country to country, and
even among different schools from the same country.

Keywords: marine engineering education, curriculum, programs, license and
degree components of programs.

1 Introduction

The research project content is analysis and assessment of undergraduate marine
engineering programs in various countries for possible standardization. The
following are the principal objectives of the research as it is understood at this
stage of study:



20 Maritime Security and MET

a. Classification of marine engineering programs being offered by the
members of IAMU, as well as by non-member institutions based of the
program academic and practical content, duration and final assignment
(license, certificate, diploma, etc.).

b. Analysis of time distribution among the principal program components,
such as:

o mathematics and basic science;

o humanities - language, history and culture;

o ‘basic engineering science (mechanics, materials, thermodynamics,
electricity, etc.);

o special engineering — propulsion and power plant, systems and
machinery, etc.

c. Study of the sea-going training component in various programs
(content, duration, specifics)

d. Assessment of program components regarding:

o value for the future career;

response to maritime regulations and standards;

meeting licensing requirements;

meeting customer requirements;

meeting accreditation institution requirements (IME, ABET, etc.).

O O O O

Not many publications have been devoted to the subject. In this research
conference proceedings and magazine articles, and also the Government
maritime and licensing institution materials have been reviewed. Substantial
information has been found on the Internet. The pace of the research has been
drastically slowed down for some unexpected circumstances. A very limited
response of the IAMU members to the survey which has been initiated at the
commencement of the project appeared to be the principal problem.

2 Survey of marine engineering programs

A survey questionnaire has been prepared and emailed to practically all IAMU
member institutions. Unfortunately, only seven institutions have responded, and
only four curriculum have been received and analyzed.

Websites of maritime institutions became the principal source of information.
To date the curricula of about thirty institutions has been studied. The list of the
institutions is presented in Table 3. There are still some clarification with the
institutions is required. The most detailed information has been collected from
the principal maritime universities and academies in the US, Canada, Australia,
Philippines, Japan, India, Singapore, Taiwan, Egypt, Turkey, Croatia, Norway,
Denmark, United Kingdom, Netherlands, Poland, Belgium, Estonia, Ukraine and
Russia. This list makes an adequate representation of the variety of marine
engineering programs.
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3 C(lassification of marine engineering programs

3.1 Types of educational institutions

Several hundred educational institutions in the world provide various types of
maritime education. All of them might be subdivided into four groups:
a. Maritime academies offering complete program leading to a license of a
marine engineering officer.
b. Maritime academies and universities offering programs leading to an
engineering license and to an academic degree.
c. Maritime schools, union schools and training centres offering individual
marine engineering courses. There is a wide variety of such courses:
- advanced courses intended for upgrading the license;
- various certificate courses, such as ISM, security, new
engine/equipment operation, etc;
- re-training courses, etc.
d. Vocational maritime schools (sail boats, motor boats, etc.).
The two first groups of the educational institutions are the subjects of this study.

3.2 Types of program orientation

Maritime academies and universities are offering two distinct types of marine
engineering programs:

a. mariner license oriented programs;

b. mariner license and academic degree oriented programs.

According to STCW, the first engineering license is officer in charge of an
engineering watch. Some school curriculum identify the first license as
Engineering Officer Class 4. American maritime institutions, in accordance with
the Code of Federal Regulations CFR 46 identify the first license as Third
Assistant Engineer. Other schools and academies offer shorter programs leading
to a Junior Engineer or Assistant Engineering Officer certificate. Normally, after
a certain at sea training, the former cadet sits for a full scale first engineering
license. Therefore, this type of a program should be considered in assessment of
the college type license curriculum.

Obviously, the two types of programs, license oriented, and degree/license
oriented, differ in content and duration. However, the core of license related
courses should be identical, or at least similar. The main difference should be in
the scope and content of academic subjects.

4 An analysis of marine engineering programs

4.1 Program duration

The average length of a program, which leads to the officer in charge of an
engineering watch or Third Assistant (or just Forth Engineer) license, is four
years, including about a year of sailing. However, there are three-year programs,
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on one side, and five-plus-year programs, on the other side, like in Russia,
Ukraine, Egypt and other countries. Figure 1 presents an approximate
distribution of the duration of the marine engineering programs among 60
maritime schools. The program at U.S.M.M.A., Kings Point, represents a typical
example of a four-year curriculum. Therefore, in the discussion below, this
program is accepted as a basic one (see Table 1).

Duration of Marine
Engineering Program
100
80 |
60 |
40 1
20 |
0 o ] |
3 4 5
Duration of Program, Years
Figure 1:  Distribution of program duration.

In the final report a detailed analysis of the program duration will be presented
with identification of the time required for license related component, academic
subjects and the at sea training.

4.2 Program structure

Composition of marine engineering programs varies. First to mention is the share
of the sea portion, which normally takes one year. However, there are
exceptions, when the cadets spent substantially less or more time at sea.
Secondly, every program might be looked upon as a combination of the building
blocks. In most of the marine engineering programs the following blocks or
components might be found:
a. Mathematics and basic science.
b. Humanities - language, history and culture. Social science and economic
courses, if offered, normally belong to this portion of the program.
c. Engineering science - mechanics, materials, thermodynamics, fluids,
basic electricity, etc.
d. Special engineering - propulsion plant, power plant, systems and
machinery, naval architecture, etc.
e. Physical fitness - offered either as mandatory classes, or as activities
beyond the scheduled hours.
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Marine Engineering Systems Program
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U.S. Merchant Marine Academy, Basic-Level Curriculum.

Year;
Semester
or
Quarter

Course
(Department, Number, Title)

Category (Credit Hours)

Math &
Basic
Sciences

Engineering

Toples General

Education e

4™ Class

Term 1

DN 110 Basic Fire Fighting

2.0

HE101 English |

3.0

KP100 Maritime Prof. Studies

4.0

MM101 Calculus 1

3.0

MP101 Physics 1

4.0

PE 110 Swimming/First Aid

Term 2

EE120 Intro to Electrical Engr.

2.5

EG111 Engineering Shop 1

ES110 Computer Engineering

2.0

MC100 General Chemistry

4.0

MM130 Calculus 2 (Eng.)

4.0

NS120 Intro to MMNR

1.0

PE101 Self Defence

1.0

Term 3

EG100 Engineering Graphics

2.0

EM100 Intro to Marine Engr.

2.0 1.5

ES100 Engr. Mechanics

3.0

HH100 History of Seapower

3.0

MP130 Physics 2

4.0

PE120 Agquatic Survival

1.0

Z“d & 3rd
Class

Term 1

DN100 Safety of Life at Sea

2.0

ES200 Intro. To Materials Engr.

2.0

ES210 Transport Processes |

3:5

HE202 English 2

3.0

MM232 Math for Engr. 1

4.0

NS 220 MMNR Officer

2.0

Term 2

DB210 Economics

3.0

EE300 Electric Circuits

2.5

EG211 Engineering Shop 2

EM200 Marine Engineering 1

3.5

ES301 Strength of Materials

2.0

ES305 Materials Engr. Lab

2.0

MM332 Math for Engr. 2

3.0

PE Elective 1

0.5

PE Elective 2

0.5
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Table 1: Continued.
Category (Credit Hours)
Year; Math & . .
Course : Engineering
Se(r)nue::error (Department, Number, Title) Sl?:iz:asr:ze Topics E((iﬁrclztria(}n Other
s
Mxxxx Math/Science Elective |3.0
EM301 Naval Architecture 3.0
ES310 Transport Processes 2 3.5
Term 3 HC400 Topics in History 3.0
MC300 Engineering Chemistry |3.0
NS402 Naval 20
Leadership/Ethics ’
PE200 Ships Medicine 1.0
Sea Term 1 |Sea Projects 6.0
Sea  Term|Sea Projects 16.0
2/3
1" Class |EE400 Electrical. Machines 3.5
EM415 Internal  Comb. 5
Engines %
EM420 Diesel Simulator 1.0
Term 1 EM480 ME Systems Design 3.5
EM481 MES Design Project 1 0.5
HH310 Modern World 3.0
Exxxx MES Option 1 3.0
PE Elective 3 0.5
PE Elective 4 0.5
DB230 Management 3.0
EM400 Marine Engineering 2 3.5
EM410 Marine Refrigeration 3.5
Term 2 EM482 MES Design Project 2 0.5
HH360 Modern Am. History 3.0
Exxxx MES Option 2 3.0
NS412 Adv. MMNR Officer 2.0
DN410 Advanced Firefighting 1.5
EE401 Electronics 2.5
Term 3 EM470 License Seminar 1.0
EM483 MES Design Project 3 1.0
Exxxx MES Option 3 3.0
Exxxx MES Option 4 3.0
TOTAL CURRICULUM (173.5 credits) 32 66.5 25 50

f. Naval reserve training - offered by some schools as an integral part of the
program.

g. Navigation and ship handling - several introductory courses are normally
offered in a plain marine engineering curriculum and a special core of
courses is provided for the integrated officers training.




Maritime Security and MET 25

h. Others, such as safety, medicine, operational procedures related to
specialized ships.
The distribution of time among the above portions of a program and the list of
academic courses vary quite substantially from country to country, and even
among different schools of the same contra. Table 2 presents the comparison of
marine engineering programs at the U.S. Merchant Marine Academy and the St.
Petersburg State Maritime Academy of Russia

Table 2: Comparison of program components.
Share of the Program Component, %
Others
Math. i i
at Humaniti l?asw' Special (el
School and = Engineering Eneineerin Ed.,,
Science Science & g Navigation,
Naval, etc.)
U.S. Merchant
Marine 20 13 20 26 21
Academy
St. Petersburg
State 16 18 18 35 13
Maritime
Academy

The two principal components of a license/degree program are the license
courses and the academic courses. Another subdivision is found in the strict
license oriented programs — by the license courses and the general education
courses.

4.3 Content and scope of subjects in marine engineering license component

STCW requirements are a base for the analysis of the license component of the
marine engineering program. Column 2 of Table 3 provides the minimum
required list of subjects (knowledge, understanding and proficiency) needed for
marine engineering function on the operational level.

Another guidance document for assessing the required training is the IMO
Module Course 7.04 developed for IMO by the Norwegian Maritime Directorate.
Yet one more guidance material, specific for the American maritime academies,
is the list of subjects for engineering licenses which is included in the Code of
Federal Regulations 46 CFR Ch. 1 #10.950.

In continuation of the research project, it is intended to evaluate the surveyed
marine engineering program relative to the above guidance documents.
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Table 3: Subject areas for specific learning outcomes expected from BEng
degrees.

No Subject Area
Mathematics and Science

Engineering Analysis

Design

Economic, social, and environmental context
Marine Engineering Practice

Economic, social and environmental context
Engineering Practice

NN N | |WIN =

4.4 Content and scope of subjects in academic degree component

The IMO Module Course 7.04, and also the American 46 CFR identify certain
subjects which belong to the academic degree component of the program.
However, while the license component might be easily standardized based on the
above mentioned guidance documents, the academic component allows a much
wider variation in the content and scope. The only feasible way of building a
uniform academic component is statistical analysis of a large number of
programs. The results of the analysis of the curricula of over twenty educational
institutions will be presented in the final report.

An important factor in setting the academic component of a marine
engineering program is the requirements of the accrediting institutions. Even if
the program is not intended for accreditation, many of the requirements should
be evaluated and incorporated based on the available time space in the
curriculum. As an example of the requirements, Table 3 contains the subject
areas considered by the UK Institute of Marine Engineers in their accreditation
of the marine engineering programs. Other accreditation bodies include
Classification Societies, like DNV and Lloyd, American Accreditation Board for
Engineering and Technology (ABET), National Educational Authorities, and
others. In the final report the results of evaluation of the accreditation
requirements as a factor in the development of the uniform academic component
of marine engineering curricula will be presented.

4.5 Sailing component

As it was mentioned before, the average time to be spent onboard for a first
engineering officer license is one year. However, actual requirements by
different countries vary substantially. It is reflected in the career paths accepted
by the national authorities. Two examples of a career path are presented in
Figure 2 (a career path in India) and in Figure 3 (in the USA).

The statistical analysis of the information related to the required duration of
the sea time will be continued in the project study.
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Prerequisite Eligible for

THE Four Year Progrem. M D m Class [V |y Junlor Marine Enginees

& maonths Savice as ‘-‘rJ
Junlot Enginear Preparatory

Course of 3 months

STCHW Modulas Coursas

Advaniced Fire Flahting

Persanal Survival

Craft & RescueBoats

Medical First Ald.

12 manths Sen Senie a3
Wwialch Keeping Endoineer,
Preparatory Course of ) "
4 moftns (lass 1T Examination } o Secand Englneer

18 months Sea Service s Y §
Watch Keeping Engineer,

Preparatory Caurse of | 9 o ) _—
9 onths » Class T Examination » Chief Engingsr

Figure2:  Career path as per Tolani Maritime Institute, India.

Chief Engineer, steam/motor, unlimited HP

12 months
|

| 1 Asst. Engineer, steam/motor, unlimited HP |

2

12 months
i
| 2% Asst. Engineer, steam/motor, unlimited HP J
' /)
12 months

]
{ 3¢ Asst. Engineer, steam/motor, unlimited HP |

+
12 months
|

Midshipman, Maritime Academy

Figure 3: USA engineering license structure as per 46 CFR, #10.505.
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5 Conclusion

In the process of preparation of the final report the following activities are
intended to be carried out:

a.

Some additional information will hopefully be collected. Another attempt
to survey the member institutions will be undertaken.

Analysis of the programs will be finalized and working version of
classification developed.

Available information and survey data re customer requirements will be
assessed and the results incorporated into the curriculum proposals.

Analysis of program components will be finalized and draft versions of
the sea-going license components developed.

Analysis of college related program components will be finalized, and
draft versions of a BS curriculum identified.
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Maritime terrorism and developing
case studies for teaching and analysis:
an interim report

D. J. Nincic
California Maritime Academy, California State University, USA

Abstract

Maritime terrorism is emerging as a significant issue in global trade and national
security. However, very few maritime institutions offer a formal study of
maritime terrorism. Students preparing for the maritime professions would be
well served in their future careers by having studied theories and typologies of
maritime terrorism, and having participated in active discussions of how these
threats and challenges will affect them in their future careers. The use of case
studies dealing with maritime terrorist incidents would provide a valuable
teaching tool in courses dealing with maritime security and/or as stand-alones for
workshops outside the formal curriculum.

Keywords: maritime terrorism, hijacking, hostage taking, dirty bomb, LNG.

1 Introduction

The goals and objectives of the project are to: (a) provide students with an
understanding of maritime terrorism (including the sources of maritime
terrorism), and the likely forms maritime terrorism may take in the future;
(b) provide future mariners and maritime business and policy professionals with
an understanding of the procedures and conventions in place to prevent maritime
terrorist events, and he importance of international cooperation in preventing
these events.

The case study is a widely used classroom tool, using “real life” events and
“past lessons learned” to shed light on existing issues and problems. In this
project, students using the case studies will gain a deeper appreciation of the
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risks of maritime terrorism, and the importance of domestic and international
codes and conventions, and cooperation, to prevent terrorist events.

The case study provides unique opportunities for students. It emphasizes
student-led learning, allowing participants to adopt “role playing” techniques,
leading to active classroom discussions and group problem solving.
The Maritime Terrorism cases developed as part of this project may be
embedded in existing classes, or used as “stand alones,” in whole or in part, as
seminars. :

2 Work completed to date (July 2005)
The five general cases proposed in the original grant are:

hijacking and hostage taking;

attacks on ships;

the use of a ship as a “vector”;

the use of the ship as a weapon;

sinking or disabling a vessel to block a chokepoint/port.

Each of these cases has been further refined, as described below. The status
of each case (or components of each case) is noted.

2.1 Case 1: hijacking and hostage taking (status: completed)

Specific hijacking incidents have been identified for study:

Santa Maria (1961);
Vory (1974);
Mayaguez (1975);
Achille Lauro (1985);
Penrider (2003).

The following has been provided for each of these incidents: (a) detailed
description of event; (b) how event was resolved; (c) specific lessons learned;
(d) general lessons learned; and e) preventing future events.

The objective in this case is to compare and contrast each of the hostage
incidents, and to draw lessons applicable to today’s environment.

Case 1 focuses primarily on the Achille Lauro hijacking incident. The case
has been completed, and test run in my Ocean Politics class in Spring 2005. The
students were given the case for study, and then presented with questions to
answer during class sessions. Students worked in groups, taking the roles of (a)
the hostage takers, (b) the ship captain and crew, and (c) the international
negotiators and key actors. Students presented their findings and analysis to the
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class. Further details of the outcome of this case will be presented to the IAMU
meeting in Malmé, Sweden.

2.2 Case 2: attacks on ships (status: in progress)

The following terrorist attacks have been selected for study:

USS Cole (2000);

Lady Mediatrix (2000);
Silk Pride (2001);
Limburg (2002).

The following will be provided for each of these incidents: (a) Description of
event; (b) specific lessons learned; (c) general lessons learned; and (d)
preventing future events.

The objective in this case is to compare and contrast each of these terrorist
attacks on ships, and not only to arrive at an understanding of how to prevent
such attacks in the future, but also to understand how difficult it can be to
prevent such attacks.

This case will be test run during my Fall 2005 Maritime Security class.

2.3 Case 3: the use of the ship as a “vector” (status: in progress)

The following have been identified as ways terrorist groups have used innocent
merchant vessels:

e stowaways, with suspected ties to terrorist groups, have been found on
several ships in recent years;

e suspected terrorists posing as mariners by using false papers have been
identified on at least two occasions in the Mediterranean;

e in the 1998 bombings of the US Embassies in Kenya and Tanzania, it is
widely suspected that the materials used for the attacks were brought
into the country by ship;

e Al Qaeda is believed to charter vessels for its money-making operations
(trade in sesame seeds, etc), and in support of its terrorist activities.

The following will be provided for each incident: (a) description of event;
(b) how the incidents were discovered, (c) how to prevent similar future events.

The objective of this case is to provide students with an understanding of how
easy it can be for terrorist groups to use vulnerabilities in the global shipping
industry for their ends; and to understand not only the proposals in place to deal
with these possibilities (biometric IDs, etc.), but also how important enforcement
of these proposals will be.

This case will be test run during my Fall 2005 Maritime Security class.
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2.4 Case 4: the use of the ship as a weapon (status: in progress)

Unlike the first three cases, Case 4 involves hypothetical scenarios — ways
innocent vessels could be used to attack vital ports or densely populated cities.
Here the emphasis is on the “nightmare scenarios”, the “iconic attacks” that not
only create significant human and economic damage but, because of their sheer
size and audacity, truly terrorize both the target population and the international
community as a whole.

The following scenarios best represent these forms of terrorist attack:

e A radioactive device placed in a shipping container, primed to detonate
when the ship (or container) arrives at its target destination.

e A chemical or LNG tanker attacked near a port facility or populated
urban area, with its cargo released into the atmosphere. Chemical
tankers may carry hazardous materials which, if released, could be
deadly. LNG tankers have the potential, if attacked, to create
superheated “fireballs”.

The following will be provided for each scenario:

e  description of event (Status: In progress);

e plans and procedures in place to prevent these scenarios (Status: In
progress);

e how well these plans and procedures are working (Status: In progress);
the costs of these plans and procedures (Status: In progress).

This case will be test run during my Fall 2005 Maritime Security class.
2.5 Case 5: sinking or disabling a vessel to block a chokepoint/port

Like Case 4, Case 5 represents hypothetical scenarios of current concern to the
maritime industry. Here, the objective of the terrorist group is to create
economic damage by impeding access to vital chokepoints or ports.

The following scenarios will be used to illustrate this potential form of
maritime terrorist attack:

o Sinking or disabling a vessel to impede access to the port of Singapore.
In this case, the links between maritime pirate groups and maritime
terrorist groups will be explored.

e Sinking or disabling a vessel in the Strait of Hormuz.

The following will be provided for each scenario:

e feasibility and likelihood of event;
e economic impact analysis;
e preventing event (e.g., Regional Security Initiative).

The case will be run during my Fall 2005 Maritime Security class.
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3 Remaining schedule

All research has been completed — all that remains is for the write-ups of the
cases to be finished, and for the test runs of the cases to occur on the CMA
campus. Dry runs will occur during my Fall 2005 Maritime Security class for
the four cases noted above. Time and scheduling permitting, a run will also
occur on the campus allowing for the opportunity for all interested students and
faculty to become involved.

Results of all case study runs will be presented in Malmo, along with CDs of
the cases (including teaching instructions, power point slides, etc).

4 6™ AGA in Malmé, Sweden

Due to the delay in funding approval, the project is not yet complete. As kindly
allowed in Mr. Tyler’s letter of 8 April 2005, I will complete the final project in
time for a full presentation of results to the 6" AGA.

The final report will include:
the project objective and outcomes;
how the outcomes are of value to the IAMU member universities;
the results of how the project has been used at Cal Maritime;;
all deliverables outlined in the project proposal, available in print and/or
on CD.
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IAMU model course on ECDIS

A. Weintrit
Gdynia Maritime University, Poland

Abstract

The revision of SOLAS, Chapter V, which entered into force on 1 July 2002, has
firmly established the electronic navigational chart as part of the international
maritime safety system. Its possible recognition as a paper chart equivalent
confirms the considerable safety benefits provided by the official Electronic
Chart Display and Information Systems (ECDIS). Elaborated by the Author
IAMU Model Course on operational use of ECDIS (IAMU research project FY
2003) aims to provide answers to some of the most commonly asked questions
regarding various types of electronic charts (ENC, RNC, DNC) and electronic
chart systems (ECDIS, RCDS, ECS). Following the earlier adoption of the
International Convention STCW 78/95 and IMO model training courses to assist
in the implementation of the Convention and the associated IMO Assembly
resolutions, a number of IAMU Member Universities had suggested that IAMU
should develop model-training courses on a higher academic level. This would
assist in achieving a more rapid transfer of information and skills regarding new
developments in marine technology. The provision of model courses could help
instructors improve the quality of their existing courses and enhance their
effectiveness in meeting the requirements of the IAMU. In the paper, the author
presents the results of IAMU research project FY2004 sponsored by the Nippon
Foundation, entitled “IAMU Handbook on ECDIS™.

Keywords: navigation, GIS, ECDIS, ECS, electronic navigational charts, safety
at sea, simulator, model course, training, MET, IAMU, IMO, STCW.

1 Introduction

The main objective of the International Association of Maritime Universities
(IAMU) Working Group III is to promote the global maritime excellence.
WG-III is directed towards the establishment of the global standardization of the
maritime education system. To achieve this purpose, academic discussions
should be carried out regarding with the improvement of the existing education
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and certification system. To initiate the newly developed international system
IAMU members should analyse and assess existing education systems offered by
maritime universities/faculties, including proposed model courses and academic
handbooks.

The major role of the navigational departments of IAMU member
universities/faculties is to provide their students with effective and highly
levelled maritime education and training. With this point of view, the Author
would like to consider in this paper the effective training methods for navigators
in compliance with STCW’95 convention and the set of IMO model courses.
In addition, he would like to consider additional training programs, which aim at
higher competencies than the minimum requirements for the competencies
shown in the STCW.

Electronic navigation, although still relatively new and unfamiliar, is
becoming increasingly more commonplace, particularly onboard commercial
vessels.

The International Maritime Organization published in 2000 IMO Model
Course 1.27: the Operational Use of the Electronic Chart Display and
Information System (ECDIS) [2]. In the Author’s opinion, IAMU members on a
higher level could arrange this model course program.

Maritime Education
and Training

TIAMU Model
Courses

Minimum of
minimum

STCW Convention
Level

IMO Model
Courses

Figure 1: The first step — the set of IAMU model courses on the academic level,
higher than STCW.

In 2003, the Author has worked out the IAMU Model Course: The
Operational Use of the Electronic Chart Display and Information System
(ECDIS) [7] - the first IAMU Model Course, intended to be on higher level than
STCW. Now the Author has made one more step forward, he had prepared to
publish the first IAMU handbook on the base of elaborated IAMU Model Course
on ECDIS [5]. Presentation of new approach to the maritime education and
training MET in the field of ECDIS is the main subject of this handbook.

In the opinion of the Author TAMU should consider and make a decision to
start forward with series of IAMU Model Courses on a higher (academic) level
than STCW convention which seems to be for maritime universities the
“minimum of minimum” only. IAMU model course on training in the
operational use of the Electronic Chart Display and Information System (ECDIS)
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as a sample is the first on the long list of IAMU model courses to be elaborated
in the near future.

2 Relevance to the work of IAMU and IMO

Proposed Handbook is based on IAMU model course on training in the
operational use of the Electronic Chart Display and Information System (ECDIS)
and the results of IAMU research grant FY2003, sponsored by Nippon
Foundation, received by the Author in 2003 (www.ecdis.am.gdynia.pl/iamu [7]).
The Author presented an IAMU model course on training in the operational use
of the ECDIS based on simulators in written consolidated form.

In the handbook, the Author presents his point of view on maritime
navigation, simulation and technology in maritime education and training and the
methods of maritime pedagogy, especially in the electronic chart systems field to
be adopted by the IAMU member universities/faculties.

Research work was based on the results of the Polish Working Group on
ECDIS chaired by the Author. The Author presented Gdynia Maritime
University (GMU) model course on training in the operational use of the
Electronic Chart Display and Information System (ECDIS) based on simulators.
He is the head of the electronic chart and ECDIS laboratory in Navigational
Department of Gdynia Maritime University, with 20 years experience in the field
of electronic charts.

The IMO’s Sub-Committee on Standards of Training and Watch keeping at
its thirty-second session (2001) developed Interim Guidance on Training and
Assessment in the Operational Use of the Electronic Chart Display and
Information System (ECDIS) Simulators prepared on the base of Polish
document STW 32/9. The Author was the father of this document. He was the
chairperson of the Polish Working Group, which prepared a Polish document
submitted to the IMO forum. He was the speaker of the Polish delegation at the
32 session and next the chairman of STW Sub-Committee Drafting Group on
Development of Guidance which reviewed Polish documentation taking into
account discussions in the plenary session. The drafting group expanded
document STW 32/WP.7, which was approved at the NAV plenary.
The Maritime Safety Committee, at its seventy-fourth session approved this
interim guidance [3]. For the past few years, the Author has regularly represented
Poland at the IMO Sub-Committee on Safety of Navigation (NAV), usually as a
member of the Technical Working Group on Navigational Aids and Related
Matters. Between sessions, he is active as a member of correspondence groups.
Previously he was a member of Correspondence Groups on ECDIS established
in 2004 during the 50th session of NAV Sub-Committee in order to prepare a
proposal for revision of IMO Performance Standards (PS) for ECDIS. He was
also a member of the Correspondence Groups on INS and IBS established during
the same session of the NAV Sub-Committee to elaborate a proposal for revision
of INS PS and IBS PS and a development of a PS for a Bridge Alarm
Management System. A year before, he was a member of the IMO
Correspondence Group on Radar Performance Standards (2003/2004) and the
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IMO Correspondence Group on Presentation of Navigation Related Information
(2003/2004).

The IAMU model course on training in the operational use of the Electronic
Chart Display and Information System (ECDIS), as a pioneer sample, is the first
on the list of [AMU model courses. The IAMU handbook on ECDIS based on
IAMU model course on training in the operational use of the Electronic Chart
Display and Information System (ECDIS), as a pioneer sample, by analogy, is
the first on the list of IAMU handbooks [5].

Maritime Education
and Training

IAMU
Academic
Handbooks

Minimum of
minimum

STCW Convention
Level

Mariner's
Handbooks

Figure 2: The second step — the set of IAMU handbooks on the academic level,
higher than STCW.

3 ECDIS training requirements

With the increasing use of Electronic Chart Systems (ECS), there is an
increasing number of Officers who require training. Given the flexibility of the
labour market, it is highly likely that officers may arrive on board a ship without
experience or training. The officer of the Watch (OOW) who has received
recognised, formal training in the use of the bridge equipment at his disposal is,
potentially, a safer OOW than his counterpart who has not received training.

A number of National Administrations have recognised the possible need for
“type training”. Common sense and maritime expertise combined with the rules
of the ISM Code clearly indicates that familiarisation training on such vital
navigational equipment as an ECDIS is a necessity, especially when bearing in
mind that incompetent operation of ECDIS could influence adversely on the
safety of life and protection of the marine environment.

In response to a UKHO Questionnaire on the use of vector charts, the
following questions and their responses were noted:

e  Have you received training on using the ECDIS?
o Do you think training on the ECDIS and ENC'’s is necessary?

Two-thirds of the respondents had received specific ECDIS and ENC training
but only one mariner responded that he did not think that training was necessary.
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This emphatic endorsement of the need for specific training reflects the
mariner’s viewpoint that, in order to keep up with improving technology, it is
essential to be trained in the use of new equipment. With the increasing use of
ECS, there will be an increasing number of Officers requiring training. Given
the flexibility of the labour market, it is highly likely that officers may arrive on
board a ship without experience or training and Masters are rightly concerned
over this matter.

The provisions of STCW’95 are vague with respect to ECDIS although Table
A-11/1, Navigation at the operational level requires:

“Thorough knowledge of and ability to use navigational charts and publications.
NOTE: ECDIS systems are considered to be included under the term “charts”.”

In Table A-11/2, Navigation at the management level requires:

“.3 using modern electronic navigational aids, with specific knowledge of their
operating principles, limitations, sources of error, detection of misrepresentation
of information and methods of correction to obtain accurate position fixing".

While undoubtedly, training should be the principal concern of the shipowner,
there needs to be some consideration given by Flag State administrations,
Hydrographic Offices and others to the level of minimum training, which should
be undertaken before an Officer, is permitted to keep a watch with an electronic
chart system. The IMO have produced a “model course” but, as far as is known,
its availability is limited. It is envisaged that, in the absence of international
agreement, Flag States may introduce their own national requirements for
training in the use of ECS.

The maritime education and training (MET) institutions agree that they are
able to provide training programmes for the shipowners’ staff but they do not
appear to be willing to provide this without cost to the shipowner. At the same
time, the shipowner appears to be reluctant to invest in training, adopting the
attitude of “you’ll be trained by using the equipment”. This is unsatisfactory and
grossly inadequate. Where a system is fitted in a new building, the cost of
training can, in many instances, be absorbed into the capital cost but it appears
that where the equipment is to be retro-fitted, additional costs for training are
unacceptable (the Hailwood Report [1]).

The majority of officers and masters interviewed are in favour of the
development of CBT programmes to cope with this lack of experience or
training. In particular, and until such time as statutory training requirements are
introduced and enforced, CBT has significant potential for Officers joining the
vessel for the first time with no previous experience in the use of ECS.

In the expectation that, in the near future, officers on ships fitted with ECDIS
will be required, under possible amendments to STCW95 or under Flag State
requirements, to complete an ECDIS training programme, the IMO ECDIS
Model Course will serve as an ideal platform for such training. CBT has
significant potential to deliver an appropriate training programme, in particular
for Officers with little or no previous experience in the use of ECS.
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Members of the discussion group are invited to comment on these
observations. They are also invited to suggest what should be incorporated into
any revision of STCW95 and to suggest ways in which CBT can be developed to
the benefit of all parties.

4 Course outline

The course outline for the ECDIS training course is specified as follows:
e a list of the principal ECDIS subjects (training areas) including the area
objectives and syllabus outline;
e a flowchart to illustrate the interrelationships between the principal ECDIS
subjects;
e a suggested weekly course timetable (a few options for different groups of
' trainees/users).

4.1 List of principal ECDIS subjects (training areas)

The area objectives for the principal ECDIS subjects (written in italics) are
understood to be prefixed by the words:
“The expected learning outcome is that the trainee is able to”.

Teaching staff should note that the timetables are suggestions only regarding
sequence and length of time allocated to each objective. These factors may be
adopted by lecturers to suit individual groups of trainees depending on their
experience, specific character of their job, ability, equipment and staff
availability for training.

Teaching staff should note that some Training Areas should be carried out on
professional navigation and ECDIS simulators about practical use in Route
Planning and Route Monitoring processes.

4.2 Description

This course will give the trainee guidance and practice on the operational use of
Electronic Chart Display and Information Systems (ECDIS) equipment in
accordance with the requirements of the STCW Convention ‘78 as amended in
1995. The general objective of the ECDIS training course is to enhance
navigational safety by the safe operation of ECDIS equipment; proper use of
ECDIS related information and knowledge of the limitations of ECDIS
equipment.

Course outline:

History of ECDIS and process of international standardization.

ECDIS - maritime application of GIS (Geographical Information System).
Description of the structure of ECDIS and the ENC.

Description of the structure of RCDS and the RNC.

Description of the formats used for the Database S-57.
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Description of digital vectorized charts.

Description of the projections used for ENC.

Performance standards for ECDIS (IMO Resolution 817(19)).
Revision of Chapter V SOLAS.

Raster Charts - limitations and comparisons.

Cycle of operation of ECDIS.

Correction of ENC and methods used (updating system).
Worldwide Electronic Navigational Chart Database (WEND).
Use of the chart catalogue.

Possible errors in displayed data.

Requirements for the carriage of ECDIS.

Requirements for the carriage of back up systems.
Appropriate Portfolio of Paper Chart.

Description of GPS / GLONASS / DGPS systems and their use in ECDIS.
Input sensors to ECDIS.

Description of the Radar and ARPA interface.

Description of the AIS Transponders.

Practical exercises will involve hands on use of real ECDIS equipment with a
variety of ENC’s and sensors connected to bridge simulator equipment.

The ECDIS course should be open to masters, deck officers and trainee deck
officers. The aim of the course is to enhance navigation safety and efficiency by
training the Watch-keeping Officer in the safe operation of ECDIS. This will be
achieved by developing an understanding of the generic principles of ECDIS and
other electronic chart systems, and by understanding the capabilities and
limitations of ECDIS. The course should also cover awareness of the potential
errors and risk of over reliance on ECDIS, and understanding the regulatory
requirements of the system. The updating regimes and differences between
various systems will all be covered allowing future operators to fully appreciate
the value of ECDIS and maximise its numerous safety benefits.

4.3 Entry standards

With the development of modern and faster ships and a need to run them more
economically, by reducing the work force, the number of marine casualties has
increased in the recent past. These casualties can mainly be attributed to a human
failure on the Bridge of a vessel. The need to reduce such casualties is being felt
by the entire maritime industry.

An ECDIS is one such navigational tool on the bridge, which would help the
Master and the Officer of the Watch to navigate his ship safely and
economically. The ECDIS with inputs from various sources like GPS/GNSS,
Radar/ARPA, AIS, Echo Sounder, Log, Gyro, etc. would be ideal equipment
providing all the data on one screen. This equipment amongst various other
facilities would help in Route Planning, Monitoring and Executing, with voyage
recording capabilities and anti-grounding functions.
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4.4 Course objective and contents

Upon completion of this course, the participant will be able to:
e Get an overview of the ECDIS and understand the difference between a
raster & vector chart;
e  Appreciate the capabilities and limitations of an ECDIS;
e  Operate an ECDIS and use its functions for safe navigation.
Key training factors for the use of the ECDIS:
e Guidance regarding ECDIS Simulators and ECDIS simulation equipment,
Operational use of the ECDIS,
Inclusion of the STCW Code (A + B1-12),
Requirement for a prior completion of ARPA courses,
Real-time operating environment,
Creation of a realistic visual scenario,
e Simulation of “Own Ship” dynamics.
Course contents:
e Theory of ECDIS;
International regulations and requirements governing the use of ECDIS;
Knowledge of Raster and Vector Charts;
Capabilities and limitations of ECDIS equipment;
Capabilities and limitations of ECS equipment;
Practical knowledge of the various features of the ECDIS;
Practical passage planning on the ECDIS;
Practical route monitoring on the ECDIS;
Simulator exercises using the ECDIS.

S TAMU model course 1.00 on operational use of ECDIS

The model course presented provides training in the basic theory and use of
ECDIS. The theoretical aspects like all major characteristics of ECDIS data such
as data contents and all major characteristics of the display of ECDIS data will
be covered in sufficient depth.

For capabilities and skills, exercises are performed which will provide
practice in setting up and maintaining an ECDIS display, in planning and
monitoring a route, in using basic navigational functions and equipment in a real
time navigational environment, in activating updates and in performing proper
actions which are necessary for a safe navigational watch. This course is
specially aimed for navigating officers of operation and management level. On
successful completion of this course, the trainees will be able to use ECDIS on
their navigational watch. They will be able to operate ECDIS equipment, use the
navigational functions of ECDIS, select, assess all relevant information, and take
proper action. Trainees will acquire and develop a knowledge and understanding
of the basic principles governing the safe operation of ECDIS, including ECDIS
data and their presentation, as well as system related limitations and potential
dangers.
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Table 1: IAMU model course on operational use of ECDIS (FY2004).

. . including:
No. _ Training Area Lessons L D E
1. | Legal Aspects, Requirements and International 1% ' - -
Standards
2. | Principal Types of ECS and Electronic Charts 2 1 1 -
3. | ECDIS Data 2 1 Y% %
4. || Presentation of ENC/SENC Data 3% 1 1% 1
5. | Main Functions of ECDIS 3 Yoo a2
6. | Route planning and special functions ez Z 3 B
7. | Route monitoring and special functions 7' 2 1 6
8. | Data updating system 2% “oo 1
9. | Additional navigation-related information 3 1 1 1
sensors, display and functions
10. | Voyage data recording (documentation) 17 “ao
11. || Errors, status indications, warnings and alarms 3 1 1 1
12. | Operational requirements 3 1 11
Total 40 10 10 20

Trainees will be able to generate and maintain displays, to operate all basic
navigational functions and all specific functions for route planning as well as
route monitoring, to use and select proper navigational data and to display the
data in the appropriate manner. They will also be able to perform updating.

Trainees will be able to analyze nautical alarms during route planning and
route monitoring as well as sensor alarms. They will be able to assess the impact
of the performance limits of sensors on the safe use of ECDIS and to appreciate
that the back-up system is only of limited performance. They will be able to
assess errors, inaccuracies and ambiguities caused by improper data
management. Thus, they will be aware of errors in displayed data, errors of
interpretation and the risk of over-reliance on ECDIS and be able to take proper
action.

This paper presented the model course on training in the operational use of
ECDIS, the first IAMU model course, may be used by staff and students of any
maritime university, navigational faculty and training institution as an alternative
or supplement to the IMO Model Course. “IAMU handbook on ECDIS” and can
assist in the training process.
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Study on accreditation of
marine engineering programs

B. Butman & J. Harbach
US Merchant Marine Academy, USA

Abstract

The intermediate results of a research study on accreditation of marine
engineering programs are presented in this paper. Similar to other higher
education curricula, undergraduate marine engineering programs are routinely
accredited by national accreditation bodies. Various methods of program
approval and accreditation are analyzed in this ongoing project, but the program
assessment by a specialized accreditation board or panel is the principal
objective of the study. This accreditation of an engineering program is intended
to improve its quality on one side, and to bring it on the level with other
engineering specialties like mechanical, civil, aeronautical, and others.
Obviously, only the programs that offer an engineering degree together with or
without a maritime license are the subjects of the study. Yet the project
recommendations might contain conditions and requirements for converting a
strictly license program into a combined license/degree engineering curriculum.
Keywords: accreditation, marine engineering program, accreditation
institution, conditions of accreditation.

1 Introduction

Due to the specifics of marine engineering programs, some of them undergo a
triple tier accreditation:
1. as college level programs - by the National Higher Education Body,
like a Ministry of Higher Education in many countries, or the Middle
States Association of Colleges and Schools, like in the case of the US
Merchant Marine Academy in New York.
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2. as a marine engineering license programs — by the STCW associated
Government Body, like the US Coast Guard in the USA, Technical
Panel for Maritime Education in the Philippines, or Russian Ministry of
Transport.

3. as an engineering program — by a Government or non-Government
Accreditation institution, like American Accreditation Board for
Engineering and Technology (ABET), or the UK Engineering Council.

2 Survey of existing methods and institutions

The survey of IAMU member institutions has not produced sufficient data for
the project. Internet sources have been used and provided substantial data on
maritime educational institutions. Various publications have been also analyzed,
including those of the Conferences dealing with maritime education.

2.1 Certification of license component of programs

The component of the marine engineering program which contains the subject
courses and other educational activities required for a mariner’s license is a
subject of a substantial scrutiny by national and international organizations. First
of all, it has to comply with the regulations and requirements of the National
Maritime Authority, like Ministry of Transport in some European countries,
USCG and similar Government bodies in other countries. These authorities
approve the programs (and individual courses, when required, mainly for the
continuing education), initiate and conduct the license exammatlons set the
requirements for training institutions.

For instance the Commission on Higher Education of the. Republic of
Philippines has created a Technical Panel for Maritime Education which in turn
formed several inspection teams to evaluate the compliance of maritime schools
with the new policies and standards for maritime education programs.

Another type of certification, which has become quite popular, is provided by
the Classification Societies. For instance, DNV has developed a standard for
certification of Maritime Academies. This standard has been developed in close
co-operation with several institutions. According to DNV “the standard will
ensure that all educational aspects are carried out under controlled conditions
and in a consistent way, also that the Maritime Academy is operated according
fo established practices and specific requirements. It can be applied to all
Maritime Academies offering education and training up to mandatory certificate
level and to the industry in general. The standard supports the requirements and
objectives of the ISM code and the revised STCW-95 Convention.”

The international certification of the license component of marine engineering
programs has been initiated by IMO. The International Maritime Organization
(IMO) as a specialized Agency of the United Nations prescribes the international
standards concerning maritime and environmental safety. The IMO has
developed a comprehensive series of conventions to establish a framework of
international law covering the subject. Bearing in mind that the most important
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element in the safe operation of any ship is the competence and experience of its
crew, a key component of this legal framework is the International Convention
on Standards of Training, Certification and Watchkeeping for Seafarers (STCW),
which was adopted in 1978 by the IMO. The Convention lays down minimum
standards of competence for all ranks of seafarers. In 1995 the STCW
Convention was substantially revised and updated to clarify the standards of
competence required and provide effective mechanisms for enforcement of its
provisions.

The STCW Convention prescribes minimum mandatory requirements for
training, vocational qualifications, assessment and certification of seafarers.
It sets the minimum levels of proficiency to be achieved by candidates, for the
proper performance of functions on board ship, in order to obtain certificates of
competency. These requirements apply to all officers and ratings. The
international maritime training and certification requirements of the STCW
Convention were introduced into legislations of all maritime countries, setting
the minimum level of training of seafarers.

Realizing that the demand for competent seafarers will grow in the years to
come, structured education and training are vital elements to meet this demand
and expectations to the shipping industry. This has also been acknowledged in
the revised STCW 95 Convention, which incorporates requirements to quality
assurance principles in all mandatory maritime education and training and in the
operation of related facilities. The need for a uniform standard within the area is
essential. The standard has been developed to meet this need, and become a
foundation of certification of the license component of a marine engineering
program. The current list of STCW certified maritime academies includes 53
institutions, including 36 from the Philippines and 8 from Norway.

2.2 Accreditation of degree oriented component of programs

The principal method of accreditation, or rather certification, common for most
maritime academies and schools is the mandatory approval of a program by the
Governmental or non-government accreditation agency. In most of the countries
a Ministry or a Department of Higher Education evaluates programs for
compliance with the set requirements and allows their implementation.

In the U.S. a non-government body assesses the engineering programs.
Actually, there are several such bodies formed base on the territorial principle.
The U.S. Merchant Marine Academy, for instance, is accredited by the Middle
States Association of Colleges and Schools. This accreditation is founded on the
program outcome assessment, and in this regard it is similar to the process
carried out by the engineering accreditation boards and/or councils in some
countries.

Engineering programs in the U.K. are accredited by the Engineering Council
(ECUK) through 36 engineering Institutions (Licensed Members), who are
licensed to put suitably qualified candidates on the ECUK's list of accredited
engineering programs. The Institute of Marine Engineering, Science and
Technology (IMarEST) is one of the most active members. IMarEST is
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accrediting marine engineering academic programs in the United Kingdom, as
well as in other countries.

Accreditation Board for Engineering and Technology (ABET) is the
American counterpart of ECUK. ABET is the organization that accredits
engineering, engineering technology, applied science and computer science
programs in the United States. ABET is not an agency of the U.S. government,
but a private organization made of members from over 20 professional societies.
Society of Naval Architects and Marine Engineers (SNAME) is the one that is
responsible for accreditation of marine engineering programs. ABET publishes a
set of criteria developed by representatives from the member societies that
programs must satisfy. Accreditation by ABET involves periodic (not less than
every six years) audits that include preparation of documentation by the
institution and an on-site visit by a team of volunteers from the member
societies. There are over 30 marine engineering programs which are ABET
accredited in the U.S.

3 Content and advantages of engineering accreditation

Accreditation in engineering education is a mechanism to certify a degree the
programs are meeting a certain set of standards. Globalization has increased the
tendency of engineering practice to be international in scope. Accreditation of
engineering education programs had evolved as the primary basis upon which
mutual recognition across national borders is based — both for educational
equivalency, and increasingly for practice mobility.

Accreditation is also increasingly seen as an appropriate means of enhancing
the quality of engineering education in countries where major changes in the
education pattern are occurring, and in developing countries where improvement
in the quality of engineering graduates is seen as a major way of building an
indigenous technological base upon which economic growth in the world
marketplace can be achieved. A quick review of developments in engineering
accreditation in several countries around the world can illustrate various ways in
which it is having major impacts upon engineering education.

a.  In Germany, in response to declining interest in engineering study and to
pressures to harmonize its programs with those of other developed
countries, universities are developing new engineering education systems
in the bachelors plus masters pattern. To assist in the development of these
new programs, and to evaluate and certify their quality, a new
Accreditation Agency for Programs in Engineering and Computer Science
(ASII) has been established.

b.  The economic downturn in Japan in recent years has made job security a
thing of the past, and globalization has made it imperative that Japanese
engineering graduates are prepared for more self directed career
development. A new Japan Accreditation Board for Engineering Education
has been established to provide quality assurance as new engineering
programs are developed and implemented.
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c.  The Accreditation Board for Engineering and Technology (ABET) has
been the major quality assurance mechanism for engineering education in
the US since the 1930’s. It also has served as a model for engineering
accreditation developments in other countries, and it has developed major
international thrusts such as substantial equivalency reviews of engineering
programs in foreign countries where it has been invited. In the past several
years, ABET has made a major change in its evaluation criteria — moving
from technique specifications to outcomes assessment. Its ‘Criteria 2000’ is
based upon institutional self study and goal setting against which it will be
evaluated, continuous improvement requirements for accredited programs,
and detailed assessment of the outcomes of the engineering programs as the
fundamental criterion for accreditation.

d.  As engineering programs have developed in Latin American countries,
several countries have moved toward the establishment of accreditation
programs. Both ABET and the Canadian Engineering Accreditation Board
(CEAB) have conducted workshops and training efforts in Latin America
to assist in the development of engineering accreditation systems there.

4 Comparison and analysis of accreditation process

Accreditation is a process in which degree programs are reviewed by
independent and knowledgeable evaluators on a regular multi-year cycle. As an
example, the accreditation by ABET is discussed below. The criteria required for
programs to be accredited are defined by the Engineering Accreditation
Commission — EAC — which is an elected body of volunteers representing each
of the engineering professional societies. ABET evaluators are appropriately
trained volunteers who are typically professors and practicing engineers. They
review the self-study reports submitted by the program under review. Then the
evaluators come to the university or college whose engineering programs are
being reviewed. Following this site visit, the evaluators report their
recommendations to the Engineering Accreditation Commission. At their annual
meeting, EAC reviews the recommendations from all the evaluators for all the
programs being reviewed that year and makes a decision on each program
regarding its accreditation. Accreditation is for a designated period after which
the program must be reviewed for re-accreditation. The maximum term of
accreditation is six years. If there are severe shortcomings — and that is rare —
evaluators will recommend that the program not be reaccredited. For programs to
be reaccredited, terms of less than six years can be recommended to synchronize
the next evaluation of several programs at that institution. If evaluators
determine there are shortcomings that are not severe, they may recommend an
accreditation term shorter than six years so that the institution’s progress at
remedying those shortcomings can be evaluated sooner.

To be accredited programs must have defined Program Educational
Objectives developed with input from their key constituents (typically current
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students, alumni, and employers); they must regularly evaluate their progress at
achieving those objectives; and must continuously improve their educational
program based on that evaluation.

5 International engineering accreditation

5.1 General comments

Engineering education has become an international enterprise, following the
major internationalization trend in engineering practice itself over recent
decades. Graduates of an engineering program in any given country practice
across national borders. This situation has especially deep impact on the
maritime industry. This international mobility of marine engineering graduates
has enhanced interest in the accreditation of the institutions and programs, which
educate them. Employers, maritime schools, and licensing boards all have a keen
interest in the quality of education received by marine engineering graduates
who are looking for an employment in another country.

In the engineering professions where, like in marine engineering, professional
licensure is required for engineering practice, the credentials of engineering
graduates who want to practice engineering in a country other than their home
country become extremely important. The engineering education which such
engineers have obtained is subject to scrutiny by foreign licensure boards, and
any assurance that the school or education system from which the foreign
engineer has graduated has been subjected to accreditation makes acceptance of
the foreign education credential much more likely.

Aside from improving the program quality, engineering colleges accredit their
programs for some other reasons, like making the program more attractive for
the candidates, as well as for the employers. Accreditation might be a useful tool
for a general assessment of the program and its outcome.

5.2 International agreements on engineering accreditation

International agreements on engineering education and practice have been
developed in recent years, based upon engineering accreditation. One such
agreement, establishing full reciprocity for engineering graduates between ABET
in the US and the CEAB in Canada, has been in place for several decades.
A much broader mutual recognition agreement, the Washington Accord, was
developed several years ago among several developed countries. While there are
significant differences in the engineering accreditation systems in these
countries, it was agreed — after extensive reciprocal visits — that the resulting
engineering graduates were essentially equivalent. Thus graduates from each of
the Washington Accord countries are accepted in all of the other countries as
equivalent, for purposes such as graduate study and licensure applications.

The Accord applies only to accreditations conducted by the signatories within
their respective national or territorial boundaries: Australia, Canada, Hong Kong,
Ireland, Japan, New Zealand, South Africa, United Kingdom and USA. The
admission of new signatories to the Accord requires the unanimous approval of
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the existing signatories. Admission is preceded by a period of provisional status
during which the applicants accreditation criteria and procedures are examined.
Applicants must be nominated by two of the existing signatories and are
accepted by a positive vote of at least two-thirds of the existing signatories.
Germany, Malaysia, and Singapore currently have provisional status.

Educational equivalency agreements can be the basis for cross-border practice
agreements, and the group of countries involved in the Washington Accord have
set in motion a parallel effort — the Engineers Mobility Forum — which is
developing an international register of engineers approach. In Europe, the
European Federation of National Engineering Associations (FEANI) has
established an international practice system, based upon a seven year formation
process for engineers, which leads to Eurlng status. In North America, the three
countries which have entered into the North American Free Trade Agreement
(NAFTA) have attempted to develop a mechanism for the mobility of practicing
engineers across their borders. Canada and Mexico have agreed on such a system
of mobility, but efforts to include the United States have been stymied by
licensure issues controlled at the state level by 55 separate jurisdictions. In the
Asia-Pacific area, several countries have developed an agreement on engineering

. practice mobility, the APEC Engineer Register.

Accreditation is a valuable mechanism for effecting and assuring ongoing
quality in engineering programs within a given country. When the quality of
engineering programs in two or more countries has led to similar results in
graduates, accreditation programs can provide the basis for mutual recognition of
graduates across national borders.

5.3 ABET international activities

While ABET does not directly accredit programs in countries other than the
United States, it does recognize the equivalency of some non-US programs in
two ways: through mutual recognition agreements such as the Washington
Accord and through a program termed Substantial Equivalency.

Programs that are not included in the Washington Accord can request that
ABET conduct a review for “substantial equivalency”. ABET defines
substantial equivalency as comparable in program content and educational
experience, but such programs may not be absolutely identical in format or
method of delivery. It implies reasonable confidence that the graduates possess
the competencies needed to begin professional practice at the entry level. While
these evaluations follow similar policies and procedures used for accreditation,
no accreditation action is taken, nor is there any inference that a program is
undergoing accreditation or will be accredited as a result of such review. The
activity is an evaluation (program review) in which ABET, through selected
representatives, acts on a consultancy basis, and leads to an assessment of
“substantial equivalency” of the program under review with accredited programs
in the United States.

Substantial equivalency evaluations are conducted with the current ABET
criteria used to accredit equivalent US programs. Current ABET criteria are
outcomes-based and require evaluation of program objectives and outcomes.
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ABET provides a Consultation Report with suggestions for improvement
shortly after the visit. It is not uncommon for the institution to be asked to
prepare a focused report regarding any recommendations made in the report.
Based on positive results from the initial consultancy review, the institution will
be provided with the full evaluation package and asked to prepare the complete
self-study reports. After an on-site visit a “preliminary statement” is prepared by
ABET and submitted to the institution for comment. The institution has 30 days
to report back to ABET on errors of fact or other reported observations
pertaining to the items addressed in the statement. All the available information
will be reviewed by INTAC and the final recommendation approved at its annual
meeting. “Substantial Equivalency” will be granted to programs that meet or
exceed the minimum requirements. Term of the equivalency status is usually
two to six years. A return visit and review is necessary before the term expires
to extend the equivalency status.

5.4 IMarEST accreditation procedures and international activities

The IMarEST as a licensed member of the Engineering Council (UK) and the
UK Science Council is required to establish education and professional
development standards and procedures in compliance with the national standards
set by EC(UK). Accreditation is undertaken by the Institute's Professional
Affairs and Education Committee (PAEC) who initially scrutinize the
applications from academic establishments against IMarEST’s standards and
requirements. If a prima facie case is perceived a Visiting Panel is appointed to
visit the establishment. During the visit, the Panel’s focus is on aspects of the
program where they need clarification. The institution’s facilities including
workshops, laboratories, and library are visited, and examination papers and
scripts, and also project reports are examined and assessed against the Institute's
standards.

The visit report is first submitted to the academic establishment to check for
accuracy and then considered by the PAEC in committee who make the final
decision on the outcome and any recommendations or conditions to be made.
The Institute then formally informs the EC(UK) and the academic establishment
of the outcome.

The EC(UK) is a signatory to the Washington Accord, Sydney Accord and
Dublin Accord, the Engineers Mobility Forum (EMF) and the Engineer
Technologist Forum (ETMF) international agreements, and programs that the
IMarEST accredits are therefore accepted internationally as meeting the
academic and/or professional development standards for the three categories of
professional engineer.

6 Analysis of impact of accreditation requirements on
academic process and core curriculum

In order to have a marine engineering program accredited by either a national
accreditation board, or by any International Institution, a very substantial
changes should be made. Compliance with all requirements might require adding
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new courses and projects, repackaging existing courses, and dropping certain
subjects and courses. Table 1 presents the excerpts of the requirements of the

IMarEST to a marine engineering program.

Table 1:

Specific learning outcomes expected from BEng degrees.

Subject Area

Specific Outcomes

Mathematics
and Science

Knowledge and understanding of:

- scientific principles and methodology necessary to underpin their
education in their engineering discipline;

- mathematical principles necessary to underpin their education in
their engineering discipline;

- other engineering disciplines to support study of their own
engineering discipline.

Engineering
Analysis

Understanding and ability to apply:

- engineering principles;

- the performance of systems and components through the use of
analytical methods and modelling techniques;

- quantitative methods and computer software relevant to their
engineering discipline, in order to solve engineering problems;

- a systems’ approach to engineering problems.

Design

Knowledge, understanding and skills to:
- Investigate and define a problem and identify constraints;
- Understand customer and user needs;
- Identify and manage cost drivers;
- Use creativity to establish innovative solutions.

Economic,
social, and
environmenta
1 context

Knowledge and understanding of commercial and economic context:
- management techniques to achieve engineering objectives;

- requirement for engineering activities for sustainable development;
- potential impact of marine engineering on the marine environment;
- framework of relevant legal requirements;

- high level of professional and ethical conduct in engineering.

Marine
Engineering
Practice

Knowledge and understanding of:
- particular materials, equipment, processes, or products;
- operations, maintenance, technology development, etc;

- use of technical literature and other information sources;

- awareness of nature of intellectual property and contractual issues;
- appropriate codes of practice and industry standards;

- awareness of quality issues;

- design processes and methodologies.

Engineering education as a whole, particularly in developed countries, has in
recent years focused on outcomes assessment for quality assurance and
evaluation of educational programs. This trend has been driven both by
educators and by publics interested in quality education — parents, legislators,
funding agencies, etc. ABET has been a leader in moving to outcomes
assessment as the primary mechanism for accreditation of engineering programs,
in its “Criteria 2000”.

The following statement of outcomes from the ABET criteria was developed
with substantial input from employers of engineering graduates, and other
organizations concerned with quality assurance in engineering education:
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“Engineering programs must demonstrate that their graduates have:
a) an ability to apply knowledge of mathematics, science and engineering;
b) an ability to design and conduct experiments, analyze and interpret data;
¢) an ability to design a system, component, or process to meet desired
needs;
d) an ability to function on multi-disciplinary teams;
e) an ability to identify, formulate, and solve engineering problems;
f) an understanding of professional and ethical responsibility;
g) an ability to communicate effectively;
h) the broad education necessary to understand the impact of engineering
solutions in a global and societal context;
i) a recognition of the need for, and an ability to engage in life-long
learning;
j) a knowledge of contemporary issues;
k) an ability to use the techniques, skills, and modern engineering tools”.

7 Conclusion

This is an ongoing study. The specific recommendations related to preparation
of the marine engineering program for engineering accreditation will be
developed on the final stage of the project.
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Internet-based integration of multiple
ship-handling simulators: an interim report

C. Shi & Q. Hu
Shanghai Maritime University, China

1 Background

The research team members of the project include: Shi Chaojian, Hu Qinyou,
Huang Zhenmin, Zhang Yi and Yu Lili from Shanghai Maritime University;
Adam Weintrit, Przemyslaw Dzuila and Andrzej Bomba from Gdynia Maritime
University; Chae-Uk Song from Korea Maritime University; Gyei-Kark Park
from Mokpo National Maritime University.

Due to the high expense and risk for the ship handling practice on a real ship,
most MET institutions implement ship-handling (SHS) training. With the
development of the technology in recent years, SHS has been improved greatly
on ship handling model and scene image. However, most of the SHSs are stand-
alone facilities and the trainees in the programs usually come from the same
country or the same company, which differs from the reality. Navigation is an
international activity, and there may be many ships from different countries
sailing in the same sea area. Some training institutes having seafarers from
different countries or regions trained together as a team, although this method
proves to be costly. Integrating SHSs internationally through the Internet is an
effective way to solve the problem. On integrated SHSs, cadets and seafarers
trained on local SHS can do ship handling and communication practice together
with trainees at SHSs in other countries or regions. The integrated training will
create a realistic scenario for the trainees and can be performed economically and
effectively. The reasons why we need to integrate multiple SHSs internationally
are evident:

e To close the gaps between the technical, operational level and
methodology between IAMU member universities. It benefits global
standardization of simulator training and promotes the exchange and
sharing of training experiences.

e To enhance mutual understanding of navigational procedures between
cadets and seafarers from different countries. It provides a good
platform of intercommunion among cadets with an international
background.
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e To facilitate communication and Maritime English training. Through
the Internet based VHF cadets and seafarers can communicate (using
IMO Standard Marine Communication Phrases) in more realistic and
diverse situations.

e To extend the application of SHSs. Integrated SHSs provides an
excellent training opportunity in virtual twenty-four hour watch-keeping
practice for a complete voyage including shift watches. In addition, it is
a good supplement to the training on real ships.

Therefore, the internationalization of SHS training will greatly enhance
seafarers’ technical and operational abilities.

The project “Internet Based Integration of Multiple Ship Handling
Simulators” NetSHSs in short, focuses on solving technical problems and
developing necessary software and hardware for integrating multiple
simulators on the Internet. The necessity of integration of multiple SHSs and
its application has being discussed at AGA4 of IAMU 2003, Egypt and the
project was granted by IAMU in July 2004.

In this project, we design and realize the platform to integrate multiple SHSs,
and compose the relative technology standard. We will describe the relevant
specification for the integration of multiple SHSs, and establish the infrastructure
for the integration of multiple SHSs according to the technological specification.
Standardized guidelines will be provided for the integration of multiple SHSs in
IAMU member institutions. A management centre will be set up for managing
and coordinating the complete integrated system and a prototype will be built to
implement the integration of two or three SHSs from different counties.

2 Methodology

The system is based on a Multi-Agent System (MAS) technology to
implement the integration of the multiple SHSs from different countries or
regions. MAS are one of the mainstream technologies in distributed
computing and Computer Supported Collaborating Work (CSCW) area.

There are three advantages in using the MAS to realize the integration of
multiple SHSs, they are:

e only small changes on existing SHSs are required;

e the MAS platform can be used as the foundation for the integration
of multiple SHSs;

e the integrating SHSs can be easily expanded.

To realize the integration of the SHSs by using MAS technology, we set up a
Management Centre as a Server. Five Agents run in the Server: (1) Name
Server Agent which is in charge of recording the names of the active SHSs and
their Network addresses, (2) Facilitator Agent which records information of
each Virtual Sea Area (VSA in short) and the SHSs joining it. (3) Visualizer
Agent by which the administrators can visually manage the cooperation among
several SHSs, (4) Judge Agent which is responsible for deciding whether a SHS
can enter or quit a VSA, and (5) Time Agent which records the current time of
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each VSA and synchronizes the time of a SHS when the SHS want to enter a
VSA.

To implement the interaction between existing SHS and the above
Management Centre, a SHS Agent will be built for each SHS. A SHS Agent
will take an intermediate role between the SHS and Server. A SHS Agent
collects relevant information from the SHS and sends it to the Server, as well as
receiving information from the Server and forwarding it to the SHS. Both are in
real time.

To realize VHF communication on the Internet, a VHF Agent was built for
each VHF terminal. A VHF Agent receives all voice data and channel
information, and then forwards them to the SHS Agent. When the VHF Agent
receives any voice data from the SHS Agent, it will forward the voice data to the
VHF terminal. The communication between the SHS Agent and the Server is
taken by IoMSHSs (Integration of Multiple Ship Handling Simulators) protocol.
This protocol enables several SHSs to exchange VSA data, ship feature data,
voyage information and VHF audio data, etc, through the Server. The [oMSHSs
protocol is built on the HTTP protocol. Therefore, [oMSHSs messages can pass
through the firewall of the LAN. Figure 1 shows the architecture of the whole
system.
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Figure 1: System architecture.

When an SHS starts up, its Agent will register related information to Name
Server Agent, such as the SHS name and its network address, the instructor can
then select an existing VSA or create a new one. When an SHS enters a VSA, it
can exchange its own ship data and VHF audio data with other SHSs in the same
VSA through the Server. According to the information received, the SHS will
create the ship’s model and display its movement in the virtual scene.
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After the connection between Agents was established, seafarers can handle
the ship, perform watch keeping, and communicate with the trainee at remote
SHSs. Moreover, they can communicate via the Internet Based VHF system.

The whole system is mainly composed of two function modules: A Simulator
Agent for local ship handling simulator stations and the Management Agent for a
central coordinating station. Each agent can respond to the administration/user’s
inputs through its GUI interface and perform the corresponding tasks. Figure 2
shows the implementation chart of the system.

MultiAgentSystemMain
(nultiagentsystemain. java)

SimulatorGUI ManagementGUI
(simulatorgui. java) (managementgui. java)
SimulatorAgent ManagementAgent
(simulatoragent. java) (managementagent. java)
JudgeAgent NameServerAgent Facilitatorfgent TimeAgent
(judgeagent. (nameserveragen (facilitatoragent. j (timeagen
java) t. java) ava) 1. java)

Figure 2: Chart of the system implementation.

3 Implementation of the modules

At present, the frameworks of the SHS Agent, desktop simulator and VHF
terminal design have been completed. The work on SHS-Linker Web Server is -
on going.

3.1 SHS agent

A simulator agent, who has the function of communicating with the system
simulator, contacts the simulator. During the runtime of the system, a simulator
agent forwards the simulator’s data to the Management agent, and then forwards
the updated data received from the Management Agent to the simulator, and
responds to the Instructor/User’s control through its GUI.

As an “Agent” of the simulator, the SHS Agent is in charge of

communicating with the Server and delivering relative information.
e Information exchange with the simulator: Collecting the simulator’s
runtime data, informing the local simulator when remote SHSs enter or
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exit the current Virtual Sea Area (VS4), forwarding the update
information of V§4 to its simulator.

e Interacting with the Server through the Internet: Acquiring the VSA list
from the Server; requesting connection/quitting VSA on the Server or
for opening/closing a VSA and receiving the feedback of the Server;
receiving and processing the data from the Server.

Supplying an Operating Interface (GUI) for Instructor/User: Through the
GUI, Instructor/User could control the Simulator Agent, send commands, get
information, and manage local own ships (add or delete own ships).

Through SimulatorGui, a SimulatorAgent can respond to local Instructor’s
command to connect the system/Internet, register, enquire interactive area list,
add or delete the ship, etc. There are two function modules in Simulator Agent
Class: the Simulator Manager implements the function that administers the local
simulator and communicates with it; and the Management Agent Connector,
which implements all interactive action with the Management Agent. Figure 3
shows the block diagram of Simulator Agent.

SimulatorGUI
(simulatorgui. java

SimulatorAgent
(simulatoragent. java

Simulator Communicate with
Management ManagementAgent
class class
SimulatorManager MAConnector
Add Own Ships Delete Own Ships Register Exit System
class class class class
AddShipBehaviour DelShipBehaviour RegisterBehaviour Exi tSysBehaviour

Update Data Join a VSA New VSA
_ class class
UpdateBehavioour JoinVSABehaviour NewVSABehaviour

Update Data
class
UpdateBehaviour

Figure 3:  Block diagram of Simulator Agent.

3.2 Desktop simulator

The project focuses on solving technical problems and developing necessary
software and hardware for integrating multiple simulators on the Internet.
Usually, the real SHS is a complicated facility and the availability is limited, it is
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inconvenient to test and debug our program if we use the real SHS directly. On
the other hand, we need multiple standalone simulators to set up the multiple
SHS environment. It is necessary to develop a simple desktop SHS, which can be
used to test or debug the whole system.

Figure 4: Desk top SHS.
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Figure 5:  VHF Terminal Architecture.

In order to achieve the aim of substituting the real SHS when testing and
debugging, the desktop SHS should include the following functions:
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e Showing 2D simulative maritime space based on input data (islands,
obstacles) showing 2D ships based on input data.

e Using keyboard control to respond to the user’s operation to control
the ships speed and course.

e Receiving ship’s data from the other SHS in the same virtual
maritime space and displaying their movement.

e (Calculating and deciding whether there exists any risk of collision
among ships, islands, and obstacles. If so, taking suitable action to
avoid a collision.

The following modules are included in the desktop SHS:
e  Virtual sea area including islands and obstacles;
e  Mathematical model of the ship’s movement;
e Display panel of simple desktop SHS Context classes.
Figure 4 shows the runtime interface of a simple desktop SHS. This simple
desktop SHS has implemented the essential functions of real Ship Handling
Simulator.

3.3 VHF terminal

In order to realize a more lifelike simulative environment, the ship-handling
simulator should have the function to interact and communicate between
multinational ships. The real-time voice communication with the VHF
simulation system is an important part of this project.

Figure 6: VHEF circuit board connection.
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The VHF simulation system is based on DSP. The research is focused on the
study, selection and experimentation of speech coding algorithms, the design of a
hardware circuit, the development of embedded control software, the
programming and debugging of the PC’s interface and network transmission.

There are two parts of the research work: software design and hardware
design of the system. The software design includes PC and microcontroller embedded
programming. The hardware design includes the speech data sampling and
reconstruction unit, encoder and decoder unit, data processing and transmission
unit, clock synchronous unit, keyboard and display unit, and RS-232 converter
unit. Figure 5 shows the VHF Terminal Architecture and Figure 6, the VHF
circuit board connection

3.4 SHSLinker Web Server

The main purpose of the SHSLinker Web Server is to manage and coordinate
the integrated simulators in the system. It also displays the necessary
information and provides general functions for monitoring and controlling
the running system.

Figure 7 shows a display of administration tools of the SHSLinker Web
Server.
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Figure 7: SHSLinker Web Server.
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4 Summary

Apart from the Management Agent, all major module frames have been
completed, although further refinements are necessary. Interface standards also
need further consideration. The status of the project is summarized in the table to
the appendix.

Appendix: progress status of the project

Time Module Sub-modules | status Documentation | Participants
Apr.1, | VHF Voice signal | Finished General Shi
05~ terminal sampling Design for Chaojian
Oct.1, &resound NetSHSs.doc Hu Qinyou
05 Encoder Finished Huang
&Decoder Implementation | Zhenmin
Data Finished report, N/A Zhang Yi
processing & Yu Lili
transmission Adam
Voltage level | Finished Weintrit
converter of Przemyslaw
serial port Dzuila
Clock Circuit | Finished Andrzej
Keyboard & | Finished Bomba
LED/LCD Chae-Uk
VHF Receive Finished General Song
agent Module Design for Gyei-Kark
Forward Finished NetSHSs.doc | Park
Module Implementation
report, N/A
Simple Maritime Finished Design &
Desktop Space Implementation
SHS Module of Simple
Ship’s Finished Desktop
Movement SHS.doc
Calculating
Model
Module
Ship’s Finished
Movement
Displaying
Model
Module
Display Finished
Panel
Module
Context Finished
Module
NetSHSs | Facilitator Finished General
Server Module Design for
Name Server | Finished NetSHSs.doc
Time Module | Under
v development | /mplementation
Judgement Under report, N/A
Module development
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Time Module Sub- status Documentation | Participants
modules
Apr.1, | SHS agent | SHS Finished General Shi Chaojian
05~ Agent Gui Design for Hu Qinyou
Oct.1, Module NetSHSs.doc Huang
05 SHS Finished Zhenmin
Agent Design and Zhang Yi
Ontology Implementation | Yu Lili
SHS Finished of SHS Adam
Agent Agent.doc Weintrit
Interface Przemyslaw
Ship Finished Dzuila
Adding Andrzej
Module Bomba
Ship Chae-Uk
Reset Finished Song
Module Gyei-Kark
Ship Park
Delete Finished
Module
Register Finished
Module
Deregister
Module Finished
New VSA
Module Finished
Join-in
VSA Finished
Module
Data
Update Finished
Module
Quit VSA
Module Finished
NetSHS Index Finished Introduction to
Website Page SHSLinker
Log in/out | Finished Administration
Module Web
Administer | Finished Server.doc
Module
Database Finished
Module
SHS SMU Under N/A
Integration development
GMU Not start
KMU Not start
MMU Not start
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The Professional Profile of a Maritime English
Instructor (PROFS): an interim report

C. Cole', B. Pritchard” & P. Trenkner’

"World Maritime University, Sweden

’Faculty of Maritime Studies, University of Rijeka, Croatia
*Hochschule Wismar, Fachbereich Seefahrt, Germany

Abstract

That communication within the maritime industry in general, and at sea in
particular, requires a high level of competency is axiomatic. For international
employees today, this inevitably means communicative competency in the
English language, especially the variety commonly referred to as Maritime
English. Gradually Maritime English is becoming recognised as a fully-fledged
subject and the need to establish standards is an issue receiving widespread
attention. In the shipping industry the increased global need to use English due to
the new demands imposed by technological and commercial developments,
together with high profile misdemeanours at sea causing loss of life, damage to
property and environmental pollution, have resulted in the legal requirements
(i.e., STCW/SOLAS) regarding communicative competency in the English
language for professional purposes being considerably sharpened. The authors
have observed the rise in interest and concern of maritime organisations as to
how they should best accommodate these new demands. Maritime Education and
Training institutions, often reluctant to recognise Maritime English on an equal
footing to Navigation or Marine Engineering, or to dedicate more instruction
hours in an already tight programme, have been keen to find more effective
strategies. Often this is attempted by paying little or no attention to the
amorphous global body of Maritime English instructors at their disposal. The
Professional Profile of a Maritime English Instructor (PROFS) project aims on
the one hand to create generally accepted guidelines/recommendations for MET
institution management on how to qualify teachers of general English and other
persons of substandard maritime-technical qualifications currently teaching
English to navigational/marine engineering university students to become
lecturers/instructors in Maritime English, meeting at least the requirements of the
relevant legislation, and on the other hand to provide prospective candidates to
the Maritime English teaching profession with an idea of what will be expected
from them should they wish to instruct navigational/marine engineering students
at university level. This report presents the activities and preliminary
observations of the PROFS team’s ongoing research.

Keywords: Maritime English (instructors), communicative competency, PROFS,

profiling, twinning, typology.
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1 Project aims and objectives

Various conferences, seminars and workshops have revealed that there is an
urgent need to establish a sound, well-structured profile of a qualified Maritime
English instructor for higher MET institutions in order both to satisfy the
demands of the current legislation, as well as the requirements of today’s
maritime industry. Put simply, instructors of Maritime English, just like all other
instructors involved in the education and training of seafarers, have to comply
with Section A-1/6(3) of the STCW 1978/95 which requires, that “all
instructors... are appropriately qualified for the particular types and levels of
training... of seafarers either on board or ashore.”

The Professional Profile of a Maritime English Instructor (PROFS) project
aims on the one hand to create generally accepted guidelines/recommendations
for MET institution management on how to qualify teachers of general English
and other persons of substandard maritime-technical qualifications currently
teaching English to navigational/marine engineering university students to
become lecturers in Maritime English, meeting at least the requirements of the
relevant legislation, and on the other hand to provide prospective candidates to a
Maritime English teaching profession with an idea of what will be expected from
them (both in terms of the necessary maritime background knowledge and the
appropriate methodical qualification) should they wish to instruct
navigational/marine engineering students at university level.

The initial idea for PROFS was hatched in discussions resulting from the
researchers’ own experience in combination with previous research. Two papers
were prepared (Cole, Trenkner) for IAMU’s AGA4 in Alexandria (September
27-October 01, 2003) and for IMLA’s IMECI15 in St Petersburg (October 07-10,
2003) where the authors presented a typology of Maritime English instructors.
As a result of the encouraging response, a research proposal application was
made to IAMU in November 2003; the PROFS project was approved on July 12,
2004 with a time line beginning on October 01, 2004. The final outcome, to be
delivered by the end of 2005, will be seven work packages and a final report
including an executive summary.

2 Relevance to the work of IAMU

It is well reported that more than three in ten accidents occurring at sea or in
ports can be attributed to communication deficiencies, primarily due to an
insufficient command among seafarers or other maritime personnel of what is
called Maritime English. As a result, the legal requirements regarding
communicative competency, as mentioned above, have been considerably
sharpened in recent years to promote safety at sea and in ports. Coincidently, as
the percentage of seafarers in the shipping industry shrinks and the number of
internationally employed shore-based personnel increases, Maritime English has
become an essential career tool, permitting mobility, flexibility and
competitiveness.
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The authors, having worked extensively in this field, have observed the rise in
interest and concern of maritime organisations as to how they should best
accommodate these new demands. Maritime Education and Training institutions,
often reluctant to recognise Maritime English on an equal footing to Navigation
or Marine Engineering, or to dedicate more instruction hours in an already tight
programme, have been keen to find more effective strategies. Often this is
attempted by paying little or no attention to the amorphous global body of
Maritime English instructors at their disposal and the various qualifications and
skills individual instructors possess, or do not possess, in meeting the legal
requirements. Thus, the results and findings of this project, i.e. the guidelines and
recommendations to be developed and suggested, should have a direct impact
upon the urgently required improvement of the Maritime English communication
competence of the graduates of maritime institutions via a solidly based
professional profile of the instructors teaching navigational and marine
engineering students at IAMU affiliated institutions.

3 Research questions

The key questions being considered by the PROFS project team are:
° What types of Maritime English instructors are currently employed at
MET institutions? What is the usefulness and limitations of each type?

° What are the linguistic and methodical requirements of a “qualified”
Maritime English instructor? How can these requirements be met?

° What is the minimum maritime background knowledge required? How
can this be best acquired?

° What further qualification measures for Maritime English instructors in

the maritime field and in language teaching/acquisition methodology
can be identified?

° Which professional organisation or affiliation would best assist
Maritime English instructors in meeting the requirements of STCW
1978/95?

o Is there a suitable body to oversee developments and advise IAMU on
progress?

4 Methodology and preliminary observations

Both deductive and inductive reasoning processes were considered to be
appropriate for this type of research. The deductive element consists primarily of
academic desktop research based on the researchers’ own experience in
combination with previous research, whereas the inductive element involves the
evaluation of the response to a specially designed questionnaire, the evaluation
of round-table discussions, personal interviews, and brainstorming sessions with
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international MET students and graduates as well as with representatives of the
maritime industry.

4.1 Deductive element

The deductive element, based on the team’s collective experience and previous
research, was largely arrived at in the papers noted in section 1 above and
refined, with the third member of the team’s inclusion (Pritchard), at the kick-off
meeting in Warnemiinde (September 29-30, 2004) and through follow-up
communications.

4.1.1 Typology
The typology proposed for consideration includes 4 categories of Maritime
English instructors typically employed at MET institutions, namely:
1. Career Specialists, recognised as they:
a. are Graduates/Qualified Teachers;
b. have become “marinated” — have seafaring credibility;
c. have areasonable institutional standing;
d. may (or may not) be “qualified” to teach Maritime English.
2. English Language and Literature Graduates, recognised as they:
a. are lovers of English;
b. are not necessarily interested in applied linguistics;
c. prefer to teach general English;
d. are often asked to teach Maritime English but fail to meet the
STCW standards.
3. Former Seafarers, recognised as they:
a. are technical experts but ...
i. not necessarily skilled at English;
ii. not necessarily skilled at teaching;
iii. often over-challenge their students.
b. could deliver technical subjects in English.
4. “Native” English Speaking Persons (“backpackers/nomads”, housewives,
spouses, retirees, etc), recognised as they:
a. are often employed to motivate students to listen/speak in
English but...
i. not necessarily skilled at English;
ii. not necessarily skilled at teaching;
iii. rarely knowledgeable in maritime matters.

A fifth category has been considered, namely those instructors at MET
institutions who are encouraged or ordered to use English (as a foreign language)
when teaching technical subjects. Such persons are not regarded by the PROFS
team as Maritime English instructors but are increasingly seen by management
as a/the source of supplying students with the perceived dosage of Maritime
English required. The team recognises that this approach could play a supporting
role but has yet to see an institution providing a considered list of the intended
learning outcomes, suggesting that standards have yet to be established. Instead,
the team much prefers the so-called “twinning” approach (the essence of which
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involves partnering technical subject instructors with Maritime English
instructors). However, the temptation for institutional managers, in financially
stretched situations, to do away with the Maritime English instructor altogether,
hoping that the English competency of the remaining technical teaching staff will
be sufficient compensation, cannot be ignored. The pros and cons of the “fifth
category” and twinning will receive further attention in the Final Report.

4.2 Inductive element

The inductive element consisted of a specially designed questionnaire that was
produced, trialled, amended and finalised during the first quarter of the project’s
time frame. In addition, a discussion/interview paper was devised in much the
same way for use at round-table discussions and during personal interviews. It is
reassuring to note the respondents and participants have unanimously regarded
the tenor and strategic aims of the questionnaire and round table discussions as
appropriate, and the objectives as highly relevant for promoting/ensuring the
quality of Maritime English instruction.

4.2.1 Questionnaire
The questionnaire contained a brief introductory description of the aims of the
Project, and four parts.
e Part 1: Ways to Maritime Background Knowledge - to be completed
by Maritime English instructors
= 4 subsections containing in total 16 “questions”
e Part 2: Ways to Maritime Background Knowledge - to be completed
by mariners teaching or expecting to teach Maritime English
= 4 subsections containing in total 10 “questions”
e  Part 3: Maritime English Management - to be completed by managers
responsible for, but not teaching, Maritime English
= 4 subsections containing in total 17 “questions”
e  Part 4. Opinion — to be completed by all respondents
= 20 statements to be ranked on a scale from 1 (“strong no”) to
6 (“strong yes”)
e Room was provided for additional comments.

The questionnaire was distributed extensively throughout the world, primarily
at meetings and conferences, through email and websites, as well as at maritime
institutions and via personal contacts. Using such methods of distribution means
that it is impossible to calculate the distribution/return ratio.

The end of the second quarter (March 31) marked the deadline for including
the questionnaire responses into the statistical summary. At this point 129
responses had been received; the initial target of 100 replies, having been well
surpassed, suggests that the outcome in general terms will be statistically
representative. It should be noted, however, that the majority of respondents
represented Maritime English instructors, 80%, with mariners teaching or
expecting to teach Maritime English, and managers responsible for, but not
teaching Maritime English, sharing equally the remaining 20%. Also worth
noting, has been the limited response from IAMU members.
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The task of collating and summarising the responses to the questionnaire was
completed during the third quarter and the documentation (including the raw
data) has been deposited with the IAMU Secretariat. At the time of writing an
evaluation of the responses is underway and this will be reported and reflected
upon in the deliverables and the final executive summary.

4.2.2 Structured round table discussions and interviews

The PROFS team members are fully aware that questionnaires do not always .
“tell the truth”. In order to offset this problem the team’s methodology has
included structured round table discussions and personal interviews. The
structural element has consisted of a specially designed, in-depth round-table
question sheet for use on appropriate occasions during the first three quarters of
the project period. Among others, three specific gatherings were targeted, giving
most satisfactory results:

e the International Maritime English Conference IMECI6
(international but primarily Asian participation) held in Manila,
Philippines, October 26-29, 2004;

e the mid-project team meeting at World Maritime University, Malmo,
Sweden (international participation: MET Masters degree students),
April 06, 2005;

e the IMO Maritime English Instructor’s Training Course, Szczecin,
Poland, (eastern European participation), May 30-June 10, 2005.

Unfortunately none of the team was able to attend IAMU's AGAS in
Tasmania, Australia, however, it is understood that at the team’s request an
announcement was made to promote the project and the questionnaire was
distributed.

The questions for discussion as presented in the question sheet reflect the
project’s research questions and were as follows:

e  What types of Maritime English instructors are currently employed at
MET institutions? What is the usefulness and limitations of each
type? '

e How, based on your experience, can MET institutions improve
Maritime English instruction?

e What is the minimum maritime background knowledge necessary for
a Maritime English instructor to adequately perform his/her job? How
can this be best acquired?

e Can/could a Maritime English instructor become “qualified”? If so,
what are/would be the language and teaching requirements? How can
these requirements be met?

e  Which professional institution, organisation or affiliation would best
assist Maritime English instructors in meeting the requirements of -
STCW 1978/95?

The task of recording and summarising the results of the round table
discussions and personal interviews was completed during the third quarter and
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the documentation (including the raw data) has been deposited with the IAMU
Secretariat. At the time of writing an evaluation of the responses is underway
and this will be reported and reflected upon in the deliverables and the final
executive summary.

S The AGAG6 presentation

On the occasion of AGAG6 the project will be nearing its completion. It is thus the
intention of the team to report to the participants on the general progress and
specific findings of the project whilst providing recommendations for the [AMU
membership to consider. The completed research element (raw data) will become
available to members only at the discretion of the IAMU Board.

6 Conclusion

The results of the research and the deliberations of the PROFS project team will
be presented in eight deliverables (work packages) as follows:

WP 0: Introduction to the project, including a description of the methodology
employed.

WP 1: Categorising the profiles of the various types of currently employed
Maritime English (ME) instructors, clarifying the usefulness and
limitations of each.

WP 2: Identifying the linguistic and methodical requirements of a qualified ME
instructor and the ways of meeting them.

WP 3: Identifying the horizontal/vertical maritime background knowledge
(scope/depth) to be expected of a ME instructor and the ways of acquiring
such.

WP 4: Identifying adequate, appropriate and practicable further qualification
measures for ME instructors in the maritime field, in language
teaching/acquisition methodology and course development.

WP 5: Proposing an appropriate affiliation of the ME teaching staff within the
structures of MET institutions in order to guarantee their involvement in
the overall MET conception of the latter.

WP 6: Proposing a suitable body to oversee developments and advise IAMU and
other relevant authorities on progress and probably certify that the
requirements of STCW 1978/95 & SOLAS 1992/02 are met.

WP 7: Final report with executive summary.

The PROFS project will conclude by the end of 2005.
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Abstract

The recently implemented International Shipboard and Port Facility Security
(ISPS) Code requires security assessments for ships and port facilities. Although
Part B provides elaborate guidance on issues to be observed and included into
such risk assessments, a generally accepted methodology to carry out such risk
assessments is not prescribed in the Code. This allows for subjective expert
judgement as the basis for security risk assessments. However, subjective risk
assessment will vary in scope and results. This is a normal feature of any risk
assessment involving opinions of different individuals. This would, in principle,
not cause any harm if legal consequences would not be involved in case a ship or
its cargo was subject to a security incident. Legal experts voiced opinions that in
such a situation they would challenge the security risk assessment. In the case
that an issue connected to the security incident in question that harmed ship or
cargo was not addressed properly in the security assessment they would question
the seaworthiness of the ship. This would, of course, have far-reaching liability
consequences for ship owners. The question, therefore, is how ship owners can
be protected against uncertainty resulting from imprecise standards for security-
risk assessment of the ISPS Code.

Keywords: maritime security, security risk assessment, seaworthiness.

1 Introduction

The ISPS Code [1] requires in its Part A Sec. 8 a shipboard security risk
assessment to be carried out as “an essential and integral part of the process of
developing and updating the ship security plan.” Guidance is given in the non-
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mandatory Part B of the Code in the corresponding Para. 8. A comprehensive list
of issues to be considered when such a security risk assessment is carried is
provided in this regulation. Apart from this non-binding list of issues no
methodology is suggested. Only brief and general advise is given in paragraph
8.2, where the Company Security Officer (CSO) is referred to “any specific
guidance offered by the Contracting Governments”. To the knowledge of the
authors only one country, the United States, has specified such guidance [2].
This leaves it up to the CSO to define a suitable methodology. Principally there
is nothing wrong with such an approach. In fact it is used widely throughout
various approaches to the assessment of safety and security related matters. One
aspect of concern is, however, that such an approach involves a certain degree of
deviation and comparability of the results provided by different risk assessment
teams. The resulting question could therefore be why to discuss this issue any
further.

The answer to this is relatively simple. The security risk assessment forms the
basis of the ship security plan, which creates the security system on board a ship.
A plan not addressing all relevant maritime security areas of concern could
therefore be considered as not sufficient and subsequently open up the
opportunity to challenge the seaworthiness of the ship in question. This would
clearly result in far reaching liability issues for the ship owner. Although no case
is yet known in the above-mentioned security context, attempts have been
undertaken to challenge the seaworthiness in court with respect to the
International Safety Management (ISM) Code [3], a Code bearing many
similarities to the ISPS Code. Prominent examples were Eurasian Dream,
Torepo, and Patraikos Il [4]. The question therefore remains if a cargo owner
could challenge a ship owner for lacking due diligence with respect to the scope
of a security risk assessment if this risk assessment has not addressed areas of
concern which led to cargo damage in a security incident. If this is the case
would it not be desirable to have stricter guidelines for ship security risk
assessment, which would limit the liability of ship owners?

This paper is intended to investigate the issues mentioned above and to
highlight potential consequences. It will furthermore outline a framework
intended to safeguard sufficient security risk assessment and discuss advantages
and disadvantages linked to minimum standards for security risk assessment.

2  What can ship crews do against maritime security threats?

The options available to ship’s crews when dealing with maritime security
threats are very limited. To begin with, ship crews are neither trained nor attuned
to responding to security threats. Seafarers are only beginning today to train, as a
result of ISPS Code implementation, to deter and prevent threats and to mitigate
the effects of security incidents. Nevertheless, their security tasks are only
collateral to their primary functions as navigators and engineers. They cannot be
expected to react to a security threat in the same manner as security professionals
who are trained to detect, intercept, delay, or neutralize targets [5]. Indeed, the
proposed security-related amendments to the International Convention on
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Standards of Training, Certification and Watchkeeping for Seafarers (STCW)
concentrate on the integration of ship security officer (SSO) training within the
curriculum and not combat or weapons training [6]. This complements the long-
standing policy of various maritime organizations against the arming of seafarers
in spite of rapidly rising levels of maritime violence in the past two decades.

Prevailing manning levels and the demanding nature of shipboard life are also
factors that limit the options available to ship crews in dealing with security
threats. Crews have simply become “too small and too busy to offer any sort of
realistic protection against a human intelligence actively seeking to subvert the
ship to its wicked purpose” [7].

The most prevalent security threats facing ships today are piracy and armed
robbery. The groups that commit these unlawful acts come in different levels of
organization and sophistication and employ varieties of modi operandi. One
variety that is popular in the waters of Malacca Straits and Indonesia is one
where a rubber boat carrying the attackers would come alongside the merchant
vessel, climb on board using grappling hooks, bind the crew with rope, collect all
personal valuables, and raid the ship’s safe. Many attacks result in some sort of
injury to the crew. In a few attacks where the vessel and its entire cargo were
hijacked, crew members have been killed or seriously injured either as a direct
result of violence from the attackers or while trying to flee or escape. According
to statistics collected by the International Chamber of Commerce-International
Maritime Bureau (ICC-IMB) for the year 2004, a total of 325 attacks were
reported by ships, of which 197 involved pirates and armed robbers who were
armed with guns, knives, or other weapons. During this period, 234 persons were
either kidnapped or taken hostage, 59 were injured, 30 were killed, and 30 are
still missing. 226 ships were boarded, 12 ships were fired upon, and 11 ships
were hijacked [8].

The threat of maritime terrorism, on the other hand, remains largely a
potential one. Compared to piracy and armed robbery against ships, there are
relatively fewer incidents of maritime terrorism. The Santa Maria (1961),
Achille Lauro (1985), City of Poros (1988), Our Lady of Mediatrix (2000), USS
Cole (2000), Limburg (2002), Superferry 14 (2004), and Dofia Ramona (2005)
are some of the few that readily come to mind. Also, a security threat involving
terrorism carries with it a potential for much greater damage and injury. While
pirates and armed robbers aim to escape with their lives and the stolen items,
terrorists do not seek the cargo or personal valuables. Terrorists are highly
trained in the use of violence and stand ready, if need be, to kill others or to give
up their own lives [9].

There are other threats to the security of ship’s crews aside from piracy,
armed robbery, and terrorism. One threat for which the ISPS Code was also
developed is the problem of stowaways. According to IMO statistics, 265 cases
were reported in 2002 and 185 in 2003 [10]. The discovery of stowaways is a
serious violation of the integrity and security of the vessel, and stowaways who
find themselves in desperate situations could resort to violence against the crew.
By the same token, there have been incidents [11] where stowaways have been
abused and even killed by the crew.
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It is too early to determine what specific effect the ISPS Code has had in
terms of the risk profile of ships. One can only assume that the conscientious
implementation of the Code would increase deterrence against criminal attacks
and therefore result in a lower risk profile. It is now more than a year after the
Code entered into force and a number of organizations have issued positive
comments on the shipping industry’s compliance. The United States Coast Guard
(USCQG) praised the international maritime community for having “demonstrated
a significant level of compliance with the ISPS Code on the July Ist (2004)
implementation date” [12, p.2]. The USCG also reported a continuing downward
trend in the overall rate of ISPS-related major control actions (MCA), that is,
denial of entry into port, expulsion from port, and ship detention. In July 2004,
the rate was 2.5%. By year end, the MCA rate had dropped to 1.5% or 92 out of
6,087 inspections [12, pp.6, 25]. Similar praise was given by the secretariats of
both the Paris and Tokyo Memoranda of Understanding on Port State Control.
The Paris MoU reported a 1.46% ISPS-related detention rate [13] while the
Tokyo MoU reported 1% [14]. However, even in the face of such positive
comments it is important to note that the question of whether significant ISPS
compliance — as determined during port state control — translates to more secure
ships and seafarers, is a complicated one.

After the passage of time and the accumulation of sufficient data, it might
eventually be feasible to measure the level of success of the Code. As regards the
threats of piracy and armed robbery, IMB statistics show a decrease in the
number of attacks reported between the years 2003 (445 attacks) and 2004 (325
attacks) [8, p.6]. They also show a significant decrease in the number of attacks
according to type of attack (attempted boarding, detention, firing, hijack,
robbery, etc.), type of violence employed (hostage-taking/kidnapping, assault,
injury, killing), and type of arms used (guns, knives, other weapons) for the first
quarter of 2005 compared to the same period of the previous five years [15]. It
would be interesting to see whether in a few years this turns out to be the
beginning of a discernable decrease in reported incidents. As far as the threat of
terrorism is concerned, the lack of critical mass in statistical data will prove the
task of determining success to be even more challenging.

To measure the ISPS Code’s success would be to determine whether ship
crews are able to achieve the Code’s objectives of effectively deterring and
preventing unlawful acts and mitigating the consequences of an actual security
incident. As mentioned earlier, ship crews are already at a disadvantage because
of low manning levels and heavy workloads. Also, attention to security is not
innate in the seafarer in the same way that safety has come to be. In addition,
because an offensive capability is inconsistent with the objectives of the ISPS
Code, the only “weapons” available to ship’s crew are safety equipment such as
fire hoses and signal flares. In other words, the answer to the question Can ship
crews effectively react to security incidents? is a qualified “yes,” that is, to the
extent that training and proficiency in deterrence and other security tasks are
required by the ISPS Code. Once deterrence and prevention have failed and a
security incident is imminent or underway, the actions available to the crew are
basically limited to activating the ship security alarm system (SSAS), calling
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emergency stations, evacuating the ship, and acting on instructions from the
contracting government.

There is not much a ship’s crew can do once an armed robber or terrorist has
decided to strike in spite of the ship’s ISPS-compliant security system. Merchant
ships are not equipped with either an active defence or offence capability. In fact
as the USS Cole incident so clearly demonstrated, even a technologically
advanced guided missile destroyer manned by professional naval warriors could
be limited in its response options once the watercraft, its lethal cargo, and its
crew of suicide bombers have already blown up in a thousand pieces. In the case
of merchant vessels, security risk management (in many cases, risk avoidance)
through the ISPS Code is offered as the optimum solution.

3 Liability for unseaworthiness in the context of maritime
security

The central issue here is whether non-compliance with the ISPS Code constitutes
a failure of seaworthiness which in turn can lead to potential liability on the part
of the carrier or shipowner. An affirmative conclusion may arguably be
attributed to a dubious ship security plan based on deficient or inadequate risk
assessment. The problem, of course, is that there are neither any decided cases on
this point in relation to the ISPS Code, nor is there any authoritative or scholarly
legal literature. (See, however, [16, p. 370] where the authors refer to deficiency
in ISPS compliance, in particular, lack of crew security training, deficient ISPS
documentation and master or crew negligence as possibly constituting
unseaworthiness.) At best an analogy can be drawn with liability implications for
failure of seaworthiness in relation to the I[SM Code in the context of which
some views have been expressed and some tangential references have been made
judicially. These will be examined in the following text.

3.1 What is seaworthiness?

For the discussion to be meaningful, it must obviously begin with a review of
what is the legal concept of seaworthiness. This is a notion peculiar to maritime
law and exists mainly within the domain of commercial maritime law; to be
precise, in contracts of carriage under bills of lading, in charterparties and in
marine insurance contracts tempered by relevant statutory provisions. Judicially,
a seaworthy ship has been described as one that is “...in a fit state as to repairs,
equipment, crew and in all other respects, to encounter the ordinary perils of the
sea of the voyage” (Dixon v. Sadler [17]). A question that arises is whether a
security risk is an ordinary peril. Another judicial definition describes a
seaworthy ship as “...one which is reasonably fit for its intended purpose”
(Phipps v. ss Santa Maria [18]). If without ISPS Code certification a vessel
cannot be insured or utilised to transport cargo internationally, can it be argued
that it is not “fit for its intended purpose” [19, p. 1601]? The classic definition of
“seaworthiness” in the case of F.C. Bradley & Sons Ltd. v. Federal Steam
Navigation Co. [20, p. 454] where approving a statement on Carver on Carriage
by Sae the court held that “[TThe ship must have that degree of fitness which an
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ordinary careful owner would require his vessel to have at the commencement of
her voyage having regard to all probable circumstances of it.”

“Seaworthiness is not an absolute concept; it is relative to the nature of the
ship, to the particular voyage or even to the particular stage of the voyage on
which the ship is engaged”, ([21 p. 315], approved by [22 p. 197]; see [23 para.
126]).

3.2 Seaworthiness in carriage law: application of Hague-Visby rules

Article III, Rule 1 requires a carrier to exercise due diligence before and at the
beginning of the voyage to make the ship seaworthy and cargoworthy. The duty
pertains to “all reasonably foreseeable eventualities” but in “normal
circumstances” [24, p. 19]. This raises the question of whether a security incident
is a reasonably foreseeable eventuality in normal circumstances. In legal terms
the test is an objective one, no doubt, but its application may be fraught with
confusion.

In The Eurasian Dream [23, para. 123] decision, the court identified the
following steps in terms of the application of the Hague-Visby Rules:

First, the claimant must carry the burden of proving unseaworthiness. Second,
the claimant must prove causation, i.e., that the loss or damage was proximately
caused by unseaworthiness. (See [19 p. 8], for what constitutes “proximate
cause”). Third, the defendant must carry burden of proof to invoke the defence of
due diligence; [25, p. 5]. Fourth, if the defendant fails to discharge the burden, he
would not be entitled to rely on any of the Art. [V, . 2 exceptions.

This brings us to the fundamental question of whether a failure to comply
with the ISPS Code per se is a breach of the requirement to exercise due
diligence to make a ship seaworthy. In The Eurasian Dream the failure to have
adequate documentation (Fire Manual in) may have been a consideration in the
mind of the court. Support in the affirmative for this proposition is doubtful
given the paucity of authority. A better proposition is that compliance with the
ISPS Code is indicative of due diligence exercised by the defendant
[19, p. 1601].

It is perhaps a fair conclusion that compliance with the ISPS Code on balance
has better evidentiary use as defence of due diligence than non-compliance as a
positive indicator of unseaworthiness in respect of Hague-Visby Rules. (For the
same conclusion in respect of the ISM Code, see [26 pp. 11-12]). At any rate, a
judicial pronouncement on liability arising out of unseaworthiness, whether it is
in the affirmative or in the negative, will surely impact, or at least raise some
serious questions relating to security risk assessment.

4 Maritime security assessment as a risk control option for
the protection of the ship owner

Following the discussions of the earlier sections of this paper it can be concluded
that ship crews can prevent or mitigate security incidents only to a certain extent.
Security incidents can result from a number of sources and involve a wide range
of methodologies. It is therefore very difficult to consider all potential security
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threats appropriately. At the same time ship owners would benefit from a stricter
definition of the scope of maritime security assessments, as they cannot foresee
all potential sources of such incidents. The question to be raised is how this can
be achieved taking all the aforementioned aspects into consideration.

The ISPS Code [1] apart from its Sec. 8 in parts A and B does not provide any
more specific guidance on how to carry out shipboard security risk assessments.
Part A (refer in particular to 8.4) refers to the identification of existing security
measures, the evaluation of key shipboard operations to be protected, the
identification of threats to these operations and the identification of weaknesses
resulting from infrastructure, policies, etc. Part B is more elaborate and provides
a number of issues to be considered in shipboard security risk assessments (refer
to Part B Sec. 8.7 — 8.10). Although this list is not very long it is specific
guidance for risk assessments. The only problem involved is that Part B is not
mandatory. One could of course say that in the absence of other guidelines one
has to observe the issues mentioned in Part B. However, not all maritime
stakeholders are of this opinion. Recognized organizations (RO’s) provide
different guidelines for shipboard security risk assessments. A majority, such as
the American Bureau of Shipping (ABS) or Lloyd’s Register favours the risk
assessment guidelines provided by the United Sates Coast Guard (USCG) [2].
The USCG guidelines, however, do not specifically relate to the ISPS Code.
They have been developed for security risk assessments in general and are
lacking therefore specific cross-references to the relevant ISPS Code
requirements. Two RO’s, Det Norske Veritas (DNV) [27] and Germanischer
Lloyd (GL) [28], have developed guidelines based on checklists which have a
very close relationship to the ISPS Code. Both approaches apart from varying
methodologies have another significant difference. The USCG guidelines do not
include any statements about likelihoods of security threats, whereas the DNV-
GL approach allows for a consideration of likely threats only. This means that on
the one hand shipowners who follow the USCG approach strictly have to
document any potential security threat and develop mitigation strategies of those
issues which can result in severe consequences. If one would follow this
approach one has to provide for a number of costly measures. On the other hand
shipowners following the DNV-GL approach have to update their security
assessments frequently depending on the latest security information available.
Potential disputes about the validity and appropriateness of the security
information are not likely to be avoided. To make it even more confusing the
USCG requires all ships calling US ports to comply with both parts of the ISPS
Code — A and B. The result therefore will to a certain degree most likely be
frustration by a shipowner who is confronted with the task of arranging for
security risk assessments on board his ships. What could therefore be
suggestions to overcome this problem?

5 Conclusions and summary

Any suggestions regarding solutions for the above-mentioned problems have to
consider the following three issues:
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e Ship crews have limited capabilities to mitigate security attacks against
their ships. ‘

e Motives/reasons for security incidents result from a large variety of
sources.

e Shipowners need certainty about scope and applicable requirements for
the shipboard security as far as their liability is concerned.

In this respect it is remarkable to see that a number of IMO instruments or
documents issued within the IMO framework focussing on risk assessment in
general or maritime security in a wider sense have taken some of the above
mentioned points into consideration. They provide for more guidelines on the
contents of risk assessment on their area of interest.

One example, to be mentioned in this context, is the guideline on Formal
Safety Assessment (FSA) [29]. The 2002 extended guidelines include not only
“technical” risk assessment, but also human reliability assessment with detailed
descriptions of methodologies. Another example is the guideline on places of
refuge [30]. In order to assist maritime administrations the IMO provided for
these guidelines where in section 3 a dedicated part deals with risk assessment
only. Although no specific methodologies are described at least a number of
issues to be considered during the risk assessment is listed. It is hoped that the
place of refuge guidelines will be extended and updated similar to the FSA
guidelines.

Most recently another remarkable example was given through the IMO/ILO
Code of Practice on Security in Ports [31]. These guidelines provide for a much
more defined framework for a number of issues around port security. The risk
assessment part was given special attention in this code. A full methodology is
suggested here. This goes significantly beyond the ISPS Code requirements. This
example is not the only one. The European Commission (EC) recently suggested
a directive on enhancing port security [32]. Annex I deals with the port security
assessment. Although the specifications made there do not go beyond the ISPS
requirements it is at least remarkable that the EC found it necessary to address
this subject.

The question still remains why is special attention only paid to port security
and not to ship security as well? Although ships are the weaker link in the
security chain they still have an important part to play in the security framework.
The lack of more specific guidelines disadvantages shipowners. Therefore more
detailed guidelines should be designed for ships security assessments. These
guidelines should address the following points:

e List of security incidents that ship crews can respond to depending on:
o type of the ship;
o type of the cargo;
o size of the crew;
o trading area.
e List of key shipboard operations (incl. safety measures) which have to
be protected.
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List of restricted areas where special security measures should be
introduced.

The above listed issues are just only a very general outline of key issues to be
observed in more detailed guidelines. These guidelines would be in line with
current developments on other maritime security related issues, i.e. port security.
More communication of the different stakeholders in politics, shipping and
research is needed to develop and implement such elaborate guidelines in
shipping.

Disclaimer

The views expressed in this paper are the personal views of the authors and not
necessarily those of the employers of the authors.
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Estimation and allocation of security costs at
the Port of Boston

T. Campbell, R. V. Cellucci & T. Wellman
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Abstract

Several studies have been undertaken to assess the economic implications of
ISPS with emphasis on risk management and cost control in shipping. Attempts
have been made to explore the information management issues that relate to
compliance with ISPS code and other related regulatory requirements.
According to an OECD estimate, implementation of the ISPS Code will cost
vessel operators $1.28 billion in the first year and $730 million a year thereafter.
Our paper attempts to identify all costs associated with implementing the ISPS
code in the port of Boston, while at the same time it focuses on distributing those
monetary amounts in a fair and efficient manner to all parties involved in
supporting the location’s maritime sector. The security costs will be estimated
with the aid of surveys, available data and econometric techniques. We also will
estimate the adverse economic impact that will occur to various stakeholders
should a major breach of security occur. Based on these figures, the paper will
attempt to build a game theoretical model to calculate how the implementation
costs are to be allocated to the parties concerned. The possibility of extending the
model to other ports both in the USA, and in other countries will also be
addressed.

Keywords: ISPS code, compliance, implementation costs, ports.

References

[1] Khalid Bichou The ISPS Code and The Cost of Port Compliance: ‘4n
Initial Logistics and Supply Chain Framework for Port Security Assessment
and Management’ Maritime Economics & Logistics (2004) 6, pp. 322-348.

[2] hitp://www.oecd.org/datacecd/19/61/18521672.pdf

Paper not available at time of going to press.






Maritime Security and MET 87

Critical success factors of effective security
management: a survey of Vietnamese maritime
transport service providers

T.-V. Vinh & D. Grewal
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Abstract

In this study, based on the analysis of the nature of security threats, we place the
three corner stones for the effective management of security in maritime
transport: quality management (QM), risk management (RM), and business
continuity management (BCM). A conceptual model of critical success factors of
effective security management is devised following this reasoning. The model is
further analysed and discussed following the analysis of a survey conducted
among three main groups of maritime transport service providers in Vietnam:
shipping companies, port operators, and freight forwarders/NVOCCs towards
this research issue. Findings from the survey proved that all proposed 24 critical
success factors are valid and should be used as critical factors for success in
effectively managing security in maritime transport, so as to satisfy security
requirements while enhancing other business objectives. The confirmed
implication of this research is that effective security management can be
achieved by employing critical success factors derived from the fundamental
principles of quality, risk and business continuity management.

Keywords:  critical success factor, quality management, risk management,
business continuity management, effective security management.

1 Introduction

In recent years, the issue of maritime security has become a major concern on the
international maritime agenda. Maritime security dates back to early maritime
history under the themes of piracy and cargo theft and now includes also
stowaways, people and drug trafficking, information security and, of course,
maritime terrorism after the September 11" event. There have been some
arguments elsewhere that heightened security measures would hamper
international trade and have negative impacts on business results. However, from
the management point of view, security threats in maritime transport should be
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viewed as one of the risks in the organisation’s risk profile. The objective of
security management is to support the organisations in achieving their business
goals and objectives. The management of security in maritime transport is
therefore, in fact, a management and business issue rather than the compliance
with international security conventions. With this background, one of the
fundamental questions in security management is how to achieve effective
security management, e.g. satisfying security requirements while enhancing
other business objectives, such as service quality or operational efficiency. In
other words, it is important to identify and comprehend the critical success
factors (CSFs) for the effective management of security in maritime transport. In
this paper, we aim to seek the answer to that question. The remainder of this
paper is organised as follows. First, the fundamental background for this research
is presented in that three approaches to effective security management are
analysed and discussed. Based on this, the critical success factors (CSFs) of
effective security management are identified. Empirical validation of these CFSs
is presented next with the research methodology described and findings
discussed. The paper concludes with recommendations for future extension of
this research.

2 Fundamental background

2.1 The QM approach to effective security management

2.1.1 Security design and process control

In quality management, in-process quality control and management is needed as
a supplementary philosophy to prevent it from the source so as to ensure that
variability during the process is driven out. Similarly, the prevention from the
source in security management must be followed by in-process control in order
to monitor shipments while they are in transit and thus significantly reduce the
risks of a shipment being tampered with, creating security breaches. In this
respect, the primary objective of process control in the management of supply
chains and maritime transport security is to have a better visible control of
shipments while they are en route, so as to ensure the integrity of physical
shipments and their associated information. A quality system like Poka-Yoke can
be effectively applied to security management so that operating processes of
shipment movements can be controlled and managed for security purposes.
These processes must be designed and built in so that any tampering of the
shipments has to be detected, and mitigation measures are immediately deployed
in due time. Like quality, security should be built in from a project inception.
Besides, security should be integrated into the overall business policy and plans
and should not be conducted as a separate issue. This approach to security
management will help make security accepted as part of the daily business
operations.

2.1.2 Total organisational focus in security management
In quality management, it is seen that the total organisational focus in terms of
the commitment and leadership of senior management, and the involvement,
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empowerment and training of employees is crucial so as to inspire a quality
culture throughout the organisation, thus contributing to improved quality. The
bottom line in this respect is that senior management realises that the long-term
benefits of quality far exceed the costs of conformance. Security, as it is
traditionally defined in organisations, is one of the most pervasive problems that
an organisation must address. Since security is a problem for the whole
organisation, it simply is no longer effective or acceptable to manage it from a
security department. Quality initiatives such as the Six Sigma process emphasise
the awareness, focus, and dedication of everyone in the organisation to
identifying and fixing quality problems, and such a total approach is what is
needed in addressing security problems; Lee and Whang [1]. In fact, since the
support by senior management for improving the quality of products and services
is already in place in many organisations, what is important is that management
executives realise the eventual return on their security investment in the form of
greater efficiencies, better contingency planning against disruptions and
improved levels of customer service Doak [2]. Like quality, the key to success in
implementing security measures is the commitment and support from senior
management so as to inspire the security culture throughout an organisation, thus
promoting the involvement and empowerment of all employees in security
matters. In this respect, teamwork is also critical, and people must work together
to get security work done since no one person can secure a business. Like in
quality management, the total organisational focus in security management is
vital for the success of any security program. This total approach must start with
the commitment of senior management and their security leadership, followed by
the empowerment and involvement of all employees, supported by sufficient
training in security matters.

2.1.3 Continuous security improvement cycle

Continuous improvement has been proved to be fundamental for success in
quality management, especially in TQM. Since quality improvement is a process,
organisations should strive for continuous efforts so as to drive all the variables
out of the process and achieve a ‘zero defect’ quality goal. Together with the Six
Sigma cycle, the PDCA (Plan-Do-Check-Act) cycle, commonly known as the
Deming cycle, forms the conceptual basis of continuous improvement activities
in many companies; Deming [3]. Since security is a process and not a product,
the same approach should also be taken to effectively manage security, meaning
that organisations have to strive for continuous security improvement (CSI).

This is based on the fact that security threats are not static, and therefore all
necessary activities prepared to cope with them should also be dynamic. The CSI
cycle begins with the planning, in which security threats are identified and their
criticality and likelihood are determined, vulnerability is assessed and priority is
assigned. The next stage is to develop, evaluate, and implement security policy,
strategies, and plans to prevent and mitigate the effects of security breaches. As
some security breaches may occur, the next step is to verify whether policy,
strategies and plans implemented have successfully prevented or mitigated the
impacts of successful security incidents, as well as collect additional information
from these incidents for further adjustment in the security risk assessment. The
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next stage of the cycle is to take action, meaning that proper adjustments are
conducted so as to complete the security management cycle. From this moment,
a new management cycle is taking place, taking into consideration all new inputs
from the previous steps. The cycle will thus continue and become more and more
finely-tuned for better security management. The CSI cycle is illustrated in
Figure 1.

Security risk assessment

Measures
adjustment

Security policy,
strategies and plans

Preventing and mitigating verification
Figure 1: The Continuous Security Improvement (CSI) cycle.

2.2 Risk-based security management and its connection with
Business Continuity Management (BCM)

There is an interrelationship between risk management and BCM. Since security
risk is a component of the organisation’s risk portfolio, it is argued that the
management of security should be based on sound risk management, and
business continuity should also be one of the expected outcomes of security
management. Indeed, the literature review has suggested that security
management must be based on risk management in order to be effective, and the
steps of the risk management process can be applied to address security risks.
Broder [4] emphasises the benefits of risk-based security management,
especially highlighting areas where greater (or lesser) security is needed through
security risk identification, analysis and evaluation. ESPO [5] emphasises that a
stable and reliable port brings risks under control, and believes that policies
aimed at fighting terrorism should be clearly linked with other and existing
initiatives aimed at fighting organised crime, piracy, fraud, smuggling and illegal
immigration. Any measures and policies should furthermore be based on a
serious assessment of the actual risks involved.

The steps of the risk management process have been woven into the security
management process, in which security risks need to be identified, analysed and
evaluated in order to provide the grounding for risk control strategies.
Furthermore, the organisation also needs to develop a contingency plan as part of
the process to help the organisation return its resilience, and this is clearly the
expected outcome of security management in connection with BCM. The
application of risk management in security risk management has been
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emphasised by many scholars and practitioners, especially the risk assessment to
provide the background for risk control. A detailed study of vulnerability,
criticality (consequence) and threat is necessary to formulate a security risk
profile. It is argued that such a security risk assessment is the key to making
IMO’s ISPS Code effective. A risk-based security management process should
also consist of four core elements: threat identification, risk assessment,
acceptance criteria, and the implementation process of risk control. These are
clearly the necessary steps of the risk management process so as to effectively
manage security risks in transportation and maritime transport. Specifically,
larossi [6] and Nolan [7] argue that an effective risk based security management
process must take a holistic approach. There are three phases that must be
considered within such an integrated process. First, it is necessary to identify all
possible threat scenarios. Then the risk of each scenario must be characterised
(the threat of each scenario must be assessed, the vulnerability must be analysed,
the possible consequences of each scenario must be determined). Finally, the
information gained from this security risk assessment must be used to adjust the
planned risk management controls that are already in place or that should be
developed to address normal operation risks. A prioritised, risk-based approach
to security management is a critical element in determining practical and
affordable solutions. Once the risks are identified, assessed, and prioritised,
action plans can be developed to mitigate the risks.

In short, it can be seen that the management of security, as an element of the
organisation’s risk portfolio, should be based on a sound risk management
approach and be closely related to BCM in order to be effective. In this regard,
security management should adopt and integrate the fundamentals of RM into its
management process. Security threats, vulnerability and criticality must be
examined and the security acceptance level must be set so as to provide a firm
background for the implementation of any security optimisation strategy. The
organisation, in conducting these management processes, should also
communicate and consult with its internal and external stakeholders. Moreover,
these processes need to be continuously monitored and reviewed so as to provide
new inputs to keep security management abreast of changing security threats and
their probability of occurrence, and therefore, be valid and effective. In addition,
the organisation should also address business continuity management as an
integral part of its security management, and have in place the necessary
processes and procedures so that it can return to resilience once a security breach
is successful. With all of these in mind, one can argue that the RM approach to
security management and consideration of its relationship with BCM would be
powerful management weapons for the organisation in the quest of achieving its
goals and objectives.

3 Identification of CSFs of effective security management

Security management is effective only when it helps the organisation to achieve
its goals and objectives by facilitating efficient business operations while
protecting the organisation’s resources from security threats. In this connection,
it has been argued that the QM and RM approaches to security management
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(SM) can contribute valuable inputs. QM philosophies and principles are now
adopted in not only SM but also RM and BCM, while both RM and BCM not
only have an interrelationship with each other but also affect the good/effective
SM. Today, many organisations are adopting a risk-based approach to security,
and the move to a risk-based paradigm is a catalyst for moving security from a
technical specialty to an organisational competency. Moreover, since modern
organisations must continually adapt to their environment and emerging risks —
risks that perhaps unknown until the organisation is impacted by them, it is
critical that the organisation view security in the context of the larger picture -
security as one of organisational or enterprise resilience. A resilience approach
transforms the basic premise of security — that of ‘locking down’ an asset so that
it is free from harm or attack — to one that positions security as a contributor to
strengthening the organisation’s ability to adapt to new risk environments and
accomplish its missions. The three approaches of QM, RM and BCM to security
management as discussed above lead to the following proposed critical success
factors (CSFs) for the effective management of security in any organisation,
including maritime transport service providers as summarised in Table 1.

4 Empirical validation of CSFs
4.1 Research methodology

In order to empirically validate the 24 CSFs as identified previously a survey
instrument was developed. This instrument was developed on the basis of an
exhaustive review of the literature and the subsequent research model. It has
been refined several times based on the pilot study findings and on the comments
and suggestions of the experts in the field. The instrument has been so developed
in order to maximally capture all the CSFs of effective security management.
The questionnaire begins with the guidelines in which the concept of effective
security management is carefully explained, and the confidentiality of
respondents is assured. The questions with respect to the various CSFs were
jumbled and arranged in a random order in the instrument so as to avoid order
bias. The respondents were asked to indicate their perception of the importance
of each critical success factor of ESM on a five-point scale (from 1 indicating not
at all important to 5 indicating very important). Since the unit of analysis is the
maritime transport service providing organisations, the target population in this
research is, therefore, encompassing the groups of shipping companies, port
operators and freight forwarders’/NVOCCs which are providing maritime
transport services in Vietnam. The sampling frame for this research is
constructed from the directory of shipping companies, port operators and freight
forwarders/NVOCCs in Vietnam listed in the Visaba Times — Vietnam Shipping
and Logistics Review. This publication is a well-known and prestigious source
of specialised information on maritime transport and the logistics business in
Vietnam, and recognised by both professionals and governmental officials in the
field. A list of 197 maritime transport service providing organisations from the
directory in this publication, including 66 shipping companies, 49 port operators
and 82 freight forwarders’/NVOCCs, was used as the mailing list for this
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research. By the cut-off date, there were 119 returned questionnaires, including
42 from shipping companies, 43 from port operators, and 34 from freight
forwarders. This represents a 60% response rate. The high response rate is due to
the personal contact approach used followed by periodic follow-ups over
telephone and also personal visits.

Table 1: CSFs of effective security management.

No. Critical success factor Code
Well-defined and clear security accountability and responsibility at all
01 PG CSF1
levels of the organisation
02 Documented security processes and procedures CSF2
03 Security threats, critical resources to be secured and impacts of security CSF3
threats identified, analysed and evaluated
Minimum security requirements for resources identified and risk
04 ; CSF4
acceptance level established
05 Security risk levels clearly defined CSFS
Security risk mitigation strategies and plans in place and clearly understood
06 b CSF6
y operators
Resource allocation plan to mitigate security risks based on defined
o CSF7
security risk levels
Contributions of employees, business partners and related agencies to
08 security policy, strategies, and plans, including their changes if any, taken CSF8
as essential inputs
Emphasis on monitoring and reviewing all security processes and

07

09 ox. L CSF9
procedures, at all organisational levels
Continuous review and improvement of security policy, strategies, plans,

10 CSF10
processes and procedures
Use of specific organisational structures (security improvement committee,

11 Sl CSF11
work teams, etc) to support security improvement
Long-term benefits of security recognised by senior management

12 : CSF12
executives

13 Security policy, strategies and plans actively directed by senior CSF13
management executives

14 Allocation of adequate resources to security improvement efforts, including CSF14
training

15 Preparedness of the senior management executives to remove the root CSF15

causes of security problems
16 Employees encouraged to find and provide feedback on security problems CSF16
Employee involvement in the design and planning of the security policy, CSF17

17 :
strategies and plans

13 Security training viewed as a long-term investment and service quality CSF18
improvement facilitator
Security policy, strategies and plans integrated in overall business policy,

19 : CSF19
strategies and plans
Security processes and procedures integrated in daily operation processes

20 CSF20
and procedures
Technology-based solutions to security problems understood by senior

21 CSF21
management as not the only answer
Security of information viewed as important as security of physical

22 CSF22
resources (assets, people, etc)
Availability of detailed contingency plans to follow in the event of security

23 - : p CSF23
breaches or incidents, continuously reviewed and updated

24 Availability of detailed recovery plans to maintain business resilience after CSF24

security breaches or incidents
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The following hypothesis was subsequently formulated:
The CSFs of effective security management in maritime transport are the 24
identified items stated above.

4.2 Analysis of findings

In order to test the hypothesis and validate the research CSFs, a number of
statistical analyses have been conducted using the SPSS version 11.0 software.
The descriptive statistics provide an overview concerning the variables (here are
the critical success factors) in the survey. In this respect, the mean and standard
deviation of each variable are calculated to see whether the variable could be
accepted by the respondents and exist as a critical success factor in question.
Based on the mean scores of all variables, a ranking order is established
accordingly to reveal the magnitude of importance of each factor. Table 2
illustrates these descriptive statistics.

Table 2: Perceived importance of critical success factors.
[Critical success factor| Mean [Std. Deviation| Rank [Critical success facto] Mean [Std. Deviation| Rank
CSF23 466 0.56 1]CSFB 415 048] 13
CsF2 458 057 2|CSFig 415 (1| T
CSF2d 458 062 3|CEF8 413 05018
CSF5 4 0.58 4|CsF23 42 06416
CaFid i1 0.54 5[CEF15 iz aesl iy
C5Fi ¥y, 0.60 B|CSFiB 399 05| 18
ICSF13 439 055 7|CSFin 387 062 g
(CSF7 i34 057 8[CaFg 385 083| " ad
[CSF4 478 052 9|CF2] 373 o
CSF3 175 5] ] (=T 364 (7] 7]
CSFi2 47 089 i |CSF 353 057
CsFa0 416 074 12[CSF7 334 Cagel A

The standard deviation in response to each CSF is seen as quite small. It is seen
that all the CSFs of the effective security management proposed are accepted by
the respondents, in which CSF17 (Employee involvement in design and planning
of security policy, strategies and plans) with the lowest mean score of 3.34 is still
above the measurement scale with 3 being neutral. The most important CSF is
CSF23 (availability of detailed contingency plans to follow in the event of
security breaches or incidents, continuously reviewed and updated), followed by
CSF2 (documented security processes and procedures), and CSF24 (availability
of detailed recovery plans to maintain business resilience after security breaches
or incidents). Among these three most important critical success factors, two
(CSF23 and CSF24) are related to incident handling and response within the
scope of business continuity management. Moreover, it is emphasised that these
factors are closely connected to quality management, as the contingency and
recovery plans should be continuously reviewed and updated.

The respondents also highly rated documented security processes and
procedures, and well-defined and clear security accountability and responsibility
at all levels of the organisation (CSF1 and CSF2) are ranked as the second and
sixth most important factors. Factors related to security risk assessment and risk-
based security mitigation strategies and plans are also perceived among the most
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important critical success factors of effective security management in this
survey. Specifically, respondents view the security risk levels clearly defined
(CSF5) as the fourth most important factor, while other factors involving risk
management (CSF3, CSF4, CSF6, CSF7) are also ranked as the eighth, ninth,
tenth and thirteenth most important factors. It is noted that respondents view
these as critically important ones since security risks should be clearly identified,
analysed and assessed and these assessment should be the foundation upon
which strategies and plans are based.

Factors related to the senior management’s commitment and leadership are
also highly appreciated by the respondents in that CSF14 and CSF13 are ranked
as the fifth and seventh most important factors. It can be seen that effective
security management requires not only the involvement and leadership of the
senior management, but more importantly, that they should provide adequate
resources for security improvement, including training as well. As anticipated,
factors related to security design and process control (CSF20 and CSF19) are
also highly ranked by the respondents being the twelfth and fourteenth most
important critical success factors with mean scores of 4.16 and 4.15 respectively.
In this respect, it is confirmed through the survey that effective security
management is attributed by the security policy, strategies, plans, processes and
procedures integrated in the overall business ones and should not be designed
separately from the overall picture of business operations. Other factors
involving communication and consultation with stakeholders, holistic approach
and employee empowerment (CSF8, CSF22 and CSF16) also received relatively
high ranking as critical success factors of effective security management. The
survey also reveals that the quality principle of continuous improvement is
recommended in security management, in that security policy, strategies, plans,
processes and procedures should be continuously reviewed and improved. This
factor received a mean score of 3.87 and was ranked in nineteenth place. The
least important CSF, as ranked by the respondents, was CSF17, employee
involvement in design and planning of security policy, strategies and plans,
although its mean score was still higher than the average consensus level in the
scale. This magnitude of importance may be explained as, although employees
should be encouraged to find and provide feedback on security problems
(CSF16), the designs and planning of security policy, strategies and plans require
the expertise and skills of specialised staff so that not all normal employees can
be qualified and involved. Nevertheless, it can be seen from table 3 above that all
these 24 CSFs are essential so that security in maritime transport can be
effectively managed. In short, the hypothesis has been empirically tested and the
critical success factors of effective security management have also been
validated.

5 Conclusion

In summary, the proposed hypothesis has been empirically tested. The statistical
analysis conducted in the survey has proved that this hypothesis is accepted in
the context of Vietnamese maritime transport service providers. All 24 proposed
factors are accepted as CSFs of effective security management in maritime
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transport with the lowest mean score of 3.34, which is above the average score of
the scale. These CSFs are derived from the QM, RM and BCM approaches to
security management. Among the most important factors, ones related to
incident handling and response (CSF23 and CSF24) are perceived as the most
and the third important factors, and have higher rankings than those involving
security risk assessment and risk-based security mitigation strategies and plans
(CSF3, CSF4, CSFS5, CSF6 and CSF7). This finding more or less indicates that
Vietnamese maritime transport service providers currently focus on ‘situational’
and short-term factors. Among the identified CSFs, the five most important ones
are the following:
e Auvailability of detailed contingency plans to follow in the event of security
breaches or incidents, continuously reviewed and updated (mean 4.66)
e Documented security processes and procedures (mean 4.58)
Availability of detailed recovery plans to maintain business resilience after
security breaches or incidents (mean 4.56)
Security risk levels clearly defined (mean 4.44)
Allocation of adequate resources to security improvement efforts, including
training (mean 4.42)
In short, it has been empirically tested that all proposed 24 CSFs are valid and
should be used as critical factors for success in effectively managing security in
maritime transport, so as to satisfy security requirements while enhancing other
business objectives. The confirmed implication of this research is that effective
security management can be achieved by employing critical success factors
derived from the fundamental principles of quality, risk and business continuity
management. This research can also be extended by being conducted in various
other social contexts in order to maximise its generalisability.
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EU Phare Twinning project “strengthening
enforcement of maritime safety”

D. Heering
Estonian Maritime Academy, Estonia

Abstract

During the year 2000, about 6 million passengers and around 35 million tons of
cargo was handled by Estonian ports. Twenty million tons of it was oil products,
which can be defined as a dangerous cargo. It has been estimated that the
maritime traffic will increase two-fold in 2010-2015. In addition to vessels
visiting Estonian ports, a large number of tankers v151t1ng new Russian ports sail
along the Estonian coastline. The risk of accidents is high due to the high
concentration of traffic, the number of substandard vessels and the difficult
navigational conditions, especially in winter. Twenty seven casualties or
incidents occurred in Estonian waters or involved vessels under the Estonian flag
in 2000. These indicate the importance of making Flag State Control (FSC) and
Port State Control (PSC) more efficient.

Estonian Maritime Administration (MA) and Estonian Maritime Academy
(EMA) prepared and carried out the EU Phare Twinning project “Strengthening
Enforcement of Maritime Safety”. The duration of the project was 24 months
and it included 9 sub-projects and an investment component, which included the
procurement of a VTS simulator. The objective of the project was to improve the
skills of the personnel of the Ministry of Economic Affairs and Communications,
the Estonian Maritime Administration and the Estonia Maritime Academy. The
main partners in the project were the Finnish Maritime Administration (FMA)
and the Centre for Maritime Studies (CMS) at the University of Turku. The
junior partner of the project was the Maritime and Coastguard Agency (MCA) of
the United Kingdom. In addition to experts from FMA, CMS and MCA, experts
from Denmark, Germany and Sweden took part in the project. The budget of the
project amounted to €1.7 million.

Keywords: Phare Twinning, maritime safety, VIS, GOFREP, flag state control
port state control, ism, winter navigation, continual training, simulator.
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1 Introduction

Estonia has a very long maritime tradition. After the Soviets won their long-
lasting control of this region in 1944, they proceeded to shut down the region’s
domestic maritime industry. The closure of the sea affected the entire region’s
way of life. Before the Red regime, Estonia’s merchant fleet had 340 boats with
total capacity of nearly a quarter-million tons. Two hundred sixty-three
registered shipping companies were operating out of 26 international ports. On a
per capita basis, Estonia was the third-largest commercial marine power on the
Baltic Sea. Sweden and Denmark were ahead of Estonia, Germany, Poland and
USSR were well behind.

During the occupation time, hundreds of fishing boats were natlonallsed
almost all international ports were closed, with only three remaining open, ship
owners, captains and many seamen were deported to Siberia. The islands of
Saaremaa and Hiiumaa were cleared of people and made closed regions. It has
been calculated, that about 12 million dollars (calculated in 1940 dollars) in
marine assets were confiscated.

On December 31, 1940, the Waterways Department (name of the Maritime
Administration that time) had to conclude its work when the Ministry of Defence
of the Soviet Union assumed the responsibility. The hydrography and aids to
navigation sector was subordinated to the Hydrography Service of the Soviet
Union Navy. Cartography and navigational information was subordinated to the
Navy’s central administrative board.

On December 1, 1989, the Estonian Maritime Admlmstratlon took over full
responsibility for maritime issues. It was the time to start building up the system
again.

Traffic on the Gulf of Finland has been increasing every year since. In year
2000 about 6 million passengers were handled by the Port of Tallinn alone.
Thirty-five million tons of cargo was handled by Estonian ports and 20 million
tons of it was oil products, which can be defined as dangerous cargo. There were
8400 port visits to Estonian ports that year, which makes over 23 visits per day.
There were around 50 arrivals/departures of passenger vessels per day during the
peak season. Today there are 40 departures from Tallinn alone. The average
number of tanker calls was 3-4 per day. By the years 2010-2015, the maritime
traffic will increase almost two times to about 105000 vessels. The will be about
290 vessels transiting the Gulf per day. During the summer period the number
can be even higher.

Do these numbers scare you? I am scared... It is only a matter of time before
something big happens. Are we prepared to act quickly and efficiently? Do we
have enough resources; are we trained properly to respond quickly?

2 Preparation of the project

Estonian Maritime Academy and Estonian Maritime Administration decided to
start with the EU Phare Twinning project to improve the maritime safety in
Estonia by improving the skills of the personnel of the Ministry of Economic
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Affairs and Communications, Estonian Maritime Administration. Additionally
was decided to purchase a simulator for training of the VTS operators and future
GOFREP (Gulf of Finland Reporting) operators. There were numerous
objectives and they were very ambitious. The duration of the project was 2 years
and during that time 9 components or sub-projects were planned to be carried
out.

I joined the project in autumn 2002, when the project was already approved
by the European Commission. It was time to choose the partner(s) with whom to
implement the idea. I have maritime background — 2 years of sailing worldwide
as a mate on Dutch-flagged ships. I graduated Estonian Maritime Academy in
year 2000 and had decided to bind myself with the sea and the maritime sector. It
was very challenging to start working as an Estonian project leader of this big
project.

There were 5 proposals from the “older” EU member states: Sweden,
Denmark, Germany, Spain and Finland together with United Kingdom. We met
with all the delegations from each country at the Ministry of Transport and
Communications in Tallinn and later at the Delegation of the European

. Commission to Estonia. It was a difficult decision to make, as the proposals were
all good and the people in the key organisations were involved in the future
project implementation. Finally, the consortium of Finland and United Kingdom
was selected as the partner of the project. From Finland two institutions were
taking part: Finnish Maritime Administration and Centre for Maritime Studies of
the University of Turku. From United Kingdom Maritime and Coastguard
Agency was the junior partner. Additionally experts from Denmark, Sweden and
Germany were invited to participate in the project.

It took almost 9 months to prepare the Twinning Covenant. It included details
of the administrations and departments involved, officials responsible for
different components and tasks, the availability of the appropriate office space
and logistics, the budgetary resources and the timetable for the work to be carried
out. It was the contractual framework for implementing the project and specified
the obligations both the Member State and the Candidate Country. On July 25,
2003 we got the notification from the EU Commission to start with the
implementation of the project and on the August 3, 2003 the Pre-Accession
Adviser (now Resident Twinning Adviser) moved to Tallinn, Estonia to live for
two years. This was the starting point.

3 Implementation of the project

3.1 Objectives of the project

The project had as its overall objective the improvement of maritime safety. This
called for the following:
1) Analysis of national maritime safety legislation and assistance in
harmonising it with EC Directives. Adaptation process initiated by
Estonian authorities;
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2) Reviews and recommendations concerning operational procedures &
management structure of the Maritime Administration (MA) for
monitoring enforcement of maritime safety standards being finalized
and delivered to the Maritime Administration (in particular with regard
to vessel traffic service, Flag State Control, International Safety
Management Code, Port State Control, quality management issues).
Implementation process started by the MA;

3) Training of Estonian Maritime Administration’s staff through
Twinning, seminars and study-visits completed, with about 80
certificates issued. Process of implementing new procedures and
methods of work initiated by the MA;

4) Reviews and recommendations concerning national winter navigation
policy. Additional investment needs completed and delivered to the
MA. Implementation process initiated by the MA;

5) Preparation of four new continual training course curricula for the MA
staff completed and delivered to the MA and the Estonian Maritime
Academy. Preparation of new training activities, based on the new
curricula started by the Estonian Maritime Academy;

6) Support concerning establishment of a sustainable and continual
training capacity at the Maritime Academy, for delivering training to
the MA on basis of a new HRD plan, finalized. Enhancement of the
continual training capacity initiated by the Estonian Maritime Academy.

3.2 Components of the project

Project consisted of 2 different contracts: the Twinning project and investment in
infrastructure. The Twinning part includes 9 components: vessel traffic service,
winter navigation, quality management, human resource development, maritime
legislation, Flag State Control, Port State Control and the carriage of dangerous
goods, International Safety Management code and training organisation. For
every component, there was a responsible person for the topic from the Member
State as well from the Estonian side. An exact timetable was drawn for every
component and agreed with by all involved persons from the administrations. All
components consisted of a detailed work plan, with expert names involved and a
budget.

3.3 The budget of the project

Total budget of the Twinning part was, by the Covenant, 1,135,700€ (Phare
contribution) and 130,000€ (Estonian co-financing). Phare financing for the
investment part was 280,000€ and Estonian part was 115,000€. Altogether it
amounted to 1,660,700€. Estonian co-financing was divided between the
Estonian Maritime Administration and the Estonian Maritime Academy.

3.4 Project management

The main reason why the project was so successful is the very good and open
cooperation among the Member States, the Estonian project leaders and the
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administrations. Each Twinning project has a Resident Twinning Adviser (RTA),
who worked full-time in the candidate country or in new member state to
implement the project and along with a senior Project Leader responsible for the
overall coordination of the project. Very useful tool of project management
appeared to be weekly RTA meetings with beneficiary contact persons from
Estonian Maritime Administration and Estonian Maritime Academy. On those
meetings the visits of the short-term experts (STE) and management issues were
discussed. The full commitment of both Estonian and foreign experts involved
was very high, e.g. the Director General of the Maritime Administration, Rector
of the Maritime Academy and several Deputy Secretary Generals from the
Ministry of Economic Affairs and Communications were participating on a
regular basis.

On the Estonian side, the Programme Officer representing the Ministry of
Economic Affairs and Communications was responsible for the overall project
coordination, implementation management and local monitoring. There was an
established Steering Committee (SC) by the MoEA&C to support the Estonian
project leader on issues connected with monitoring the project activities and
approving reports and the budget on Estonian side. The members of the
committee were from Ministry of Finance, Delegation of the European
Commission in Estonia, Ministry of Education and Research, Ministry of
Economic Affairs and Communications, Estonian Maritime Administration and
Estonian Maritime Academy. Meetings were held once every three months.

3.5 Work carried out

Altogether 29 experts from 5 “old” EU Member States took part in the
implementation of the project. They carried out nearly 300 visits to Estonia
during the 24 months. There were four maritime administrations involved:
Finnish Maritime Administration, Maritime and Coastguard Agency of the
United Kingdom, Danish Maritime Authority and Swedish Maritime
Administration.

Twinning is the principal tool of pre-accession assistance for Institution
Building. It aims to help the candidate countries in their development of modern
and efficient administrations, with organizational structure, human resources and
management skills needed to implement the acquis communautaire to the same
standards as Member States. The Estonian Maritime Administration and Finnish
Maritime Administration were acting like “twins”. Everyday there was close
cooperation between the experts of the two administrations, an exchange of
expertise and experiences. Within 5 project components, 8 study visits to the EU
Member State administrations and training centres were carried out. A
considerably higher amount of workshops were carried out by the short-term
experts than was planned in the Covenant. All involved persons from the
beneficiary administrations were working on this project in addition to their
everyday work. But everybody knew the importance of the project and was fully
committed. By the Covenant 106 workshops were planned. The actual number of
the workshops was 257. It means that the colleagues from the EU Member State
countries and Estonia were willing to work more and gain more.
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3.6 Results

The results of the Phare project can be divided into two groups: planned and
additional values. By the end of the project, 100% all guaranteed results were
achieved. The main results achieved of the nine components were as follows:

3.6.1 Vessel Traffic Service — VTS

Finnish VTS experts delivered and introduced the Finnish legislative acts
concerning the VTS and GOFREP (Gulf of Finland Reporting). During the
project, a Document of Joint Procedures (DJP) was developed and introduced to
both Finnish and Estonian operators. Coverage of the Automatic Identification
Systems (AIS) was determined in order to avoid duplication by Estonian and
Finnish equipment. Three study visits were made to Finland, of which two visits
were additional to the Covenant plan. A preliminary study was prepared by the
short-term experts concerning the VTS activity, including a short-term study of
the Estonian traffic profile and maritime traffic in ports and fairways. Staff of
the VTS department was given advice on the preparation of qualification
requirements and manuals for VTS operators, in conformity with IMO. Other
requirements were carried out by the STE’s in workshops dealing with training
and certification of VTS personnel and a joint test of the GOFREP system was
carried out.

An additional and very important result is the effective cooperation now
present between Finnish and Estonian VTS operators. Additionally, the Estonian
side succeeded to finish contract 2 of the project: investment in infrastructure. A
VTS simulator was procured before the end of the project and 4 new VTS
operators were trained in Estonian Maritime Academy on the new simulator
supplied by Transas Eurasia Ltd. and based on the new curriculum developed
during the project in component 4 (human resource development).

3.6.2 Winter navigation

Analysis and a preliminary study of the current situation of winter navigation
services and the connecting infrastructure was carried out by the Finnish STE’s
during workshops and field visits with Estonian colleagues. A training
programme for the ice-breaker managers, operators, masters and mates of the
Maritime Administration was drafted. A winter navigation concept for Estonia
was drafted in cooperation with staff of Estonian Maritime Administration and
Ministry of Economic Affairs and Communications. Additional results of a
winter navigation component were practice for a period of 10 days by the Mater
of I/B Tarmo in Finland onboard I/B Fennica. Together with Finnish STE’s, the
first ice-breaking seminar (Ice Day) for ports, operators, ship owners and civil
servants was planned and arranged. This began the start of the regular seminars
with the purpose to inform all parties about the icebreaking services in Estonia.
For the first time, the information about the icebreaking services in Estonia for
the coming season were published free of charge in the Finnish Maritime
Administration’s information booklet for the shipping industry.
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3.6.3 Quality management system and development of organisational
structure

In cooperation with German short-term experts, quality management indicators
were established for the Maritime Administration in preparation for the
upcoming external audit of the quality management system by the Lloyd’s
Register Quality Assurance Ltd. The indicators were fully approved during the
audit. Many good proposals were given to the MA as to how to improve the
work of auditors and how to delegate the different tasks among civil servants of
the MA. Together with MA, colleagues STE’s visited maritime training units in
Estonia to assess the present situation and to develop possible recommendations.
Based on the visits, a preliminary study was drafted with recommendations and
- conclusions.

3.6.4 Human resource development

Four training curricula were developed: a 10-day course curriculum for VTS
operators, a 3-day continual training course curriculum in ISM relates issues, a
5-day course curriculum in flag state control and port state control, and a 3-day
quality management training course curriculum for STCW purposes. “Training
Need Analysis” was prepared and introduced to the Maritime Administration.
Examples of Finnish and British solutions on drafting the human resource
development plan and training policy were introduced in the workshops.
Maritime Administration’s quality management document, “Simplified
Procurement Proceedings”, was prepared which laid down the procedures for
buying training services.

3.6.5 Legislation preparation

Principles and relevant practice on the regulative mechanism and the
requirements of the acquis communautaire concerning maritime transport and
safety, casualty investigation and common maritime rules was introduced by the
STE during joint workshops with the staff of Maritime Administration, Ministry
of Economic Affairs and Communications and Estonian Maritime Academy.
British STE prepared an interim report on the current state of the implementation
of EC legislation. The work of STE was completed before the accession of
Estonia in EU.

3.6.6 Flag State Control (FSC)

Preliminary study about the current organisation of the flag state control services
and the skills of inspectors was drafted by the STE’s. The inspection procedures
were evaluated and advice was given concerning development of ship inspection
methods and manuals. Some recommendations made by the experts have been
considered in the amendments to the Maritime Safety Act, which entered into
force on June 3, 2005. One study visit was carried out to the Finnish Maritime
Administration Headquarters concerning FSC issues and the plan approval
services of the FMA.

3.6.7 Port State Control (PSC)
The staff of Dangerous Goods Section of the Maritime Administration was
advised by the Finnish and British short-term experts concerning the EC
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legislative requirements, including the corresponding preparation of methods and
manuals for inspection of ships carrying dangerous goods. Information databases
used in the Finnish Maritime Administration and the Maritime and Coastguard
Agency (MCA) were introduced. Two study visits were organised for the
Estonian civil servants to Finland and to UK.

3.6.8 International safety management

The Finnish and British experts evaluated the current situation and skills of the
inspectors and advised the staff on the development of ship inspection methods
and manuals.

One ISM auditor of the Maritime Administration spent 2 periods with the
Maritime and Coastguard Agency auditors in British shipping companies (five
days) and onboard ships (10 days). It was an additional benefit not planned in the
Covenant.

3.6.9 Organisation of continual training

A preliminary study of the current situation was drafted by the Finnish experts.
During the joint workshops, topics were introduced and given advice on
multimedia delivered training (MMDT) solutions and possibilities of e-Learning.
Also, on organisation and management issues, on the continual training courses
as well as on budgeting and cost calculation and planning a course and seminar.
Additionally, a study visit for training staff from the Estonian Maritime
Academy and the Estonian Maritime Administration was organised to Turku
University in Finland.

4 Conclusions

During these two years, all objectives set up in the Twinning Covenant were
fulfilled along with many additional results. Very good and strong cooperation
among Finnish, British, Danish, German, Swedish and Estonian colleagues took
place. From this Phare Twinning project, not only Estonia benefited, but every
administration taking part in it got something important: good relationship with
others administrations in EU member states.

In every component short-term experts have made many recommendations on
how to improve the work of the administrations and training units. Already
during project lifetime, the Estonian Maritime Administration and the Estonian
Maritime Academy have started actively implementing some recommendations.
For an example, when preparing the seminars of the Twinning project, the
Estonian Maritime Administration and the Estonian Maritime Academy applied
new methods introduced by the STE’s. Quality management indicators were
established and implemented and approved by the Lloyd’s Register Quality
Assurance Ltd. All results, conclusions and recommendations are pointed put in
the Final Report of the project.

Phare Twinning project did not just improve the cooperation among the
administrations and colleagues from the EU member states, but also internally
among the Maritime Administration, the Estonian Maritime Academy and the
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ministries. Good personal and working relationships were developed during
those years when working on the project.
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The potential implications of radio frequency
identification 